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1. Configuring the Watchguard Firebox
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Mol User VPN | Mobile Usar Licenses | PRTP |

Use the Bdd, "Edi’, and 'Remoore’ bubions: bo configuns the sk of
oroups and users loe Mobdle Lse WFH

‘o have: enowgh chent icenses for B mone wes

Extended futhantcation Growps Add

[ Fircbom Aukhenticated Lo

[ ok | Coes | Hep

Mobile User YPN Wizard - Firebox Authenticated User

Welcome ta the Mobile Uses VPN Wizarnd

MOBILE USER
CONFIGURATION This wizard wll quide you thiough the sheps required to add an
IPSec Mabiks Uzer WP babesen a remobe user and pour
Frebou. At a minimum, pou will reed bo know:
=
L - User name
— - Passphrase 1o encrppl the MUYPHN enduser peofile
- unugad IF addrezs on youn network

I L 4 l Addhonall, pou can canfigure al tacets of yowr mobie wes's
conliguation meleding IPSec lunnel suthenlication methad,
anciypion ket additional relwok iesources, and limeowt
walues.

Click. the "Mest" buthon o cortinue.

Canzel Help
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Mobile User YPN Wizard

User Mame and Pazsphiase
MOEILE USER
CONFIGURATION Fleass sefect & user from the it bo create a mew Mobile U
VPN account or chok Add Mew o add 2 news Firebos user to
the: Mabile Llzes WPH group.

::_ Sediect Lzar Mame: mzl Add Hew,

i Enber a shaned key for this usar. This key wil be usad to
negehate the enciuphion andior suthentic ston keps for the

rﬁ IPSes burmel
hd Enter Shated Key:
Confim: |
[ User is connecting weth a Packet PC
Click the "M e Buttlon bo conline.

+ Back Mewt » Cencel Help

Enler & uger name and passphiass, snd chock

OF, 1o creale & mew Lssl A0C0Un.

User Mame: | < IKE-ID = ﬁ
Bassphvaze: |<Passphrase >
Cenfir: | << Passphrase=

The user name wil be automatically sdded to the ipsec_users
quoup. The passplease pou enter here wil be used az the defaul
paszphirase fior the MUNWPR end-user profile.
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HMobile User YPN Wizard

User Mame and Passphiase
MOEILE USER
CONFIGURATION Fleass sefect & user from the it bo create a mew Mobile U
WPN account or chok Add Mew o add & news Firebos user to
the: Mabile Uzes PN group.
- Select UsarMame: | < KE-1D >
juf—
e Enter a shaned key for this user. This key wil be uzed o

negobate the enciyphon andior suthentic ston keyps for the

rﬁ IPSee burnel
s Enter Shated Kay: | <PSK=>
Confim: |<PSK>

[T User is conneciing weth a Pocket PC
Clack the "M et bultlon bo conlinue.

cBack | Mews Cancal Help
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Mobile User YPN Wizard

IPSec Tunnel Authentication Method

MOBILE USER
CONFIGURATION Speciy the auhenlication method pou want bo ugs b
riegotiabe: the encrpplion and/or authenbcation keys for e
IPSec urnel.
W
= s ilse the passphuase of the endhuser profile [the wax o
= Lewp file] 2= the pra-sharad kap |

~ Uze a cerificate [R54 Signatiee] that wil be kzued by
thiz Frebioa's CASDVER Server.

Click the "Nest” butlon be conlinue.,

+ Back I Mewt » I Cencel Help

HMobile User YPN Wizard

Allowed Resource and Virtual I[P Addiess

MOBILE USER
CONFIGURATION Speciy the nebwaik resowce ta alow fer the mabile user, I
youl riged bo grant accass o mone than ors nebwork of host,
wou can edic tis user later to add additional resowrces.
W

I Lz defaul gatewsay on remote neswork

e Allows uzer acoess by [192188.0 0 /24

Speciy the wrtual IP addiess to use for IPSec cannechions
The IF addiass should be an uwsed addiess on lhe same
riebwik, &z speciied above.

Clack the "M et bulthon bo conlinue.

< Back | Met> |  Cancel | Help
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Mobile User YPN Wizard

Tunnel Protection Configuration

MOBILE USER
CONFIGURATION Speciy the bpe of encreption and/oe suthentication for this
mobie use's connsctians.
" Type: || : esilicalion) |
=
= Authenticalion: -
Encryalion: | 30ES-CAC |
Foponpines ey :J kilabytes or
i o
aveln |8 | s

Click the "Mest”™ butiton bo continue,

< Back | Med> |  Cancel | Help

1/

Mobile User YPN Wizard

Finish Mobile User VPN Configuration

MOEILE USER
CONFIGURATION
Congraidataons, vou have completed the conhiguration foe this
mobie use 1 yeu wank 1o ieview ary sellings, uss he Back'
- and Mest’ buttorss. Click the Finih' button to complete the
— canfiguration.
=
—

Click the "Firizh"" bulton ba cortinue,

Cancel Hep
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2. Setting up the Client

1% 8 1 6 = 18
1% 8 1 =

% /

2.0 Using the Configuration Assistant

18 181 " Cc
/

Assistant for new profile
Connection Type
Define wpe of connection

* Link to Corporate Network uszing IPSec

Create a link to the corporate network, over a Yirtual Private Metwork, PR ] zecured by
IPSec.

" Link to the Internet
Create a connection to the [nternet [Mo WYPM).

LCancel
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2.1 Checking/Modifying the Configuration
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