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Disclaimer

Considerable care has been taken in the preparation of this quick guide, errors in content, typographical
or otherwise may occur. If you have any comments or recommendations concerning the accuracy, then
please contact NCP as desired.

NCP makes no representations or warranties with respect to the contents or use of this quick guide, and
explicitly disclaims all expressed or implied warranties of merchantability or use for any particular
purpose. Furthermore, NCP reserves the right to revise this publication and to make amendments to the
content, at any time, without obligation to notify any person or entity of such revisions and changes.

Copyright

This quick guide is the sole property of NCP and may not be copied for resale, commercial distribution or
translated to another language without the express written permission of NCP engineering GmbH,
Domblhler Str.2, D-90449 Nirnberg, Germany.

Trademarks

All trademarks or registered trademarks appearing in this manual belong to their respective owners.

© 2004 NCP Engineering GmbH. All rights reserved.
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1. Configuring the Watchguard Firebox

Please refer to the manual/documentation for a comprehensive explanation and procedures to follow
when configuring the Firebox for remote user access. This document serves merely as a simple guide to
assist in the configuration. It is by no means complete; and therefore highly recommended to consult
the respective product's manuals.

1.0 Configuring a Remote User

In the Watchguard Policy Manager, select Remote User from the Network menu.

Remote User Selup

Matie: User VPN | bcbie Usar Licenzes | FPTP |

Use the ‘Add, "Edi’, and 'Remone’ bubions to configuns the sk of
oroups and users loe Mobdle Lse WFH

‘o have: enowgh chent icenses for B mone wes

Extended Authertication Groups Add

[ Fircbom Aukhenticated Lo

j_.;:-gg'ng..l Hagaqwet,e...l Sdvarced... |

[ ok | Coes | Hep

Figure 1.0.1: Remote User Setup

Bring up the Mobile User VPN tab, and highlight the Firebox Authenticated Users option. Then select
Add... to start the Mobile User VPN Wizard.

Mobile User YPN Wizard - Firebox Authenticated User

MOBILE USER
CONFIGURATION

[P
el

[

vy v v
S Le

Ya'ens hwaidd

Firebox

Welcome ta the Mobile Uses VPN Wizarnd

This wizard wll quide you thiough the sheps required to add an
IPSec Mabiks Uzer WP babesen a remobe user and pour
Frebou. At a minimum, pou will reed bo know:

- Uzer name
- Passphrase 1o encrppl the MUYPHN enduser peofile
- unugad IF addrezs on your network

Addhonall, pou can canfigure al tacets of yowr mobie wes's
conliguation meleding IPSec lunnel suthenlication methad,
anciypion ket additional relwok iesources, and limeowt
walues.

Click. the "Mest" buthon o cortinue.

Figure 1.0.2: Mobile User VPN Wizard

Click Next > to continue...
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Mobile User YPN Wizard

User Mame and Pazsphiase
MOBILE USER
CONFIGURATION Fleass sefect & user from the it bo create a mew Mobile U
VPN account or chok Add Mew o add 2 news Firebos user to
the: Mabile Llzes WPH group.
w
= Select Usar Mame: mzl Add Hew,
= _ssdNen., |
i Ernber a shanzd ke for thes user Thiz key wil b used o

negehate the enciuphion andior suthentic ston keps for the
burined

L—ﬁ IPSes
@é@ Enter Shated Key:

Confiom: [
[ User is connecting weth a Packet PC
Click the "Mest” butlon o conlinug,

+ Back I Mewt » I Cancel Help

Figure 1.0.3: Username and Passphrase

Click on Add New..., to create a new user with a given username and password.

Enler & uger name and passphiass, snd chock

OF. 1o creale & new usal accourd.
H&HNHP&ZP]_KE'ID} ﬁ
Bassphvaze: | <Passphrase>

The user name wil be automatically sdded to the ipsec_users
quoup. The passplease pou enter here wil be used az the defaul
paisphrase for the MUWVFM end-uses poofile,

Figure 1.0.4: New User

The Watchguard Firebox expects the IKE-ID type to be a ID_USER_FQDN. Create a user by entering in
the User Name, which will be referred to as <IKE-ID>, further on in the document. The <Passphrase>
is not used.

Click OK to continue...

HMobile User YPN Wizard

User Mame and Passphiase
MOBILE USER
CONFIGURATION Fleass sefect & user from the it bo create a mew Mobile U
WPN account or chok Add Mew o add & news Firebos user to
the: Mabile Uzes PN group.
e SelectUsarMame: |<IKE-ID>  =| [[E3dHew |
juf— 3 o
¥ Entar a shaned key for thiz usar Thiz key wil bs used to

negobate the encivphon ardsor authentic sthon keys for the

L—"—'] IPSes burined
s Enter Shaed Key: |<PSK =
Confim: |<PSK>

[T User is conneciing weth a Pocket PC
Click: thea "Mt builon ba conlinue.

< Back | MNewt » | Cancel Help

Figure 1.0.5: Username and Passphrase
Select a Pre-Shared Key or secret that will be referred to as <PSK> further on in this document.

NOTE: Regardless of whether the NCP Secure Client is running on Windows or on an PDA, do NOT select
User is connecting with a Pocket PC.
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Mobile User YPN Wizard

IPSec Tunnel Authentication Method

MOEILE USER
CONFIGURATION Speciy the auhenlication method pou want bo ugs bo
riegotiabe: the encrpplion and/or authenbcation keys for e
IPSec urnel.
w
;—' i ilze the patephiase of he enduser prolile [the  wax nr
- aw:-frle]a& the pre-sharad key |

~ Uze acerificate [RSA Signature] that will be kzued by
thiz Frebioa's CASDVER Server.

Click the "Mest” buton bo conlinug,

+ Back I Mewt » I Cancel | Help

Figure 1.0.6: IPSec Tunnel Authentication Method

Enable Use the passphrase of the end-user profile (the .wgx or .exp file) as the pre-shared key.

Then click on Next > to continue...

Mobile User YPN Wizard X
MOBILE USER Allowed Resource and Wirtual IP Address
CONFIGURATION

Speciy the nebwaik resowce ta alow fer the mabile user, I
youl riged bo grant accass o mone than ors nebwork of host,
wou can edic tis user later to add additional resowrces.

I Lz defaul gatewsay on remote neswork

'
L4
— Allow user access to; [152.168.0 0 /24

Speciy the wrtual IP addiess to use for IPSec cannechions
The IF addiass should be an uwsed addiess on lhe same
riebwik, &z speciied above.

Virtual [P addbess for mobile user. |<Virtual IP>

Click the "Mest” butlon bo conlinue,

< Back I MNewt » I Cancel | Help |

Figure 1.0.7: Allowed Resource and Virtual IP Address Assignment

Define which network the remote user is allowed to gain access to. Also designate a free IP address in
the same network segment to the remote user. This will be referred to as the <Virtual IP> further on
in this document. (Suggestion: it would be a good idea to create a separate network segment entirely
devoted to the remote users).

Click Next > to continue...
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Mobile User VPN Wizard rz|
Tunnel Protection Configuration
MOBILEUSER | 2
CONFIGURATION Speciy the bpe of encreption and/oe suthentication for this
mobie use's connsctians.
o Type: || J
E; Authenticatice: [T
Enerpplion: ﬁElEST:EE

@ é @ Kepespies O avey .:I.| Kilabytes or

gy mh‘mﬂ

Click the "Mest”™ butiton bo continue,

<Back [ Mews | cencel | Hep |

Figure 1.0.8: Tunnel Protection Configuration

Select which parameters are to be used for Authentication and Encryption, and set the SA lifetimes.

Click Next > to continue...

Mobile User YPN Wizard

Finish Mobile User VPN Configuration

MOEILE USER
CONFIGURATION
Congraidataons, vou have completed the conhiguration foe this
mobie use 1 yeu wank 1o ieview ary sellings, uss he Back'
p and Mest’ buttorss. Click the Finih' button to complete the
— canfiguration.
=
it

vy v ¥
S X1

Click the "Firizh"" bulton ba cortinue,

Figure 1.0.9: Completing the configuration

Select Finish and save the configuration.
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2. Setting up the Client

This section will outline the configuration of the NCP Secure Entry Client for PDAs running WindowsCE.
The configuration differs only slightly from using the NCP Secure Entry Client for Windows. The first
section 2.0 shows screenshots of the configuration being made with the help of the Configuration
Assistant. Section 2.1 outlines how to modify and existing profile.

2.0 Using the Configuration Assistant

The first time you start up the NCP Entry CE Client you will be prompted to create a profile. You can
either use the assistant or modify an existing profile as shown in section 2.1.

Assistant for new profile g|
Connection Type
Define wpe of connection

* Link to Corporate Network uszing IPSec

Create a link to the corporate network, over a Yirtual Private Metwork, PR ] zecured by
IPSec.

" Link to the Internet
Create a connection to the [nternet [Mo WYPM).

LCancel

Figure 2.0.1: Define type of connection

Select Link to Corporate Network using IPSec to create a profile with the parameters needed to establish
a connection to the Watchguard Firebox.

Click Next >.
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Assistant for new profile
Connection Hame
Enter the name aof the connection

The connection may be given a descriptive name; enter a name in the following figld.

iﬁ Mame of the connection ;
|Eu:unneu:tiu:un to i atchguard Firebos

¢ Back

...... P‘} Eancel

Several profiles can be created and each given different name. In this example, this profile is created
and given the name Connection to Watchguard Firebox.
Click Next >.

Figure 2.0.2: Connection Name

Assistant for new profile
Link type [Dial up configuration]
Select the media twpe of the connechion.

Determine how the connection to the corporate network, should be established. [ the internet iz
to be uzed via modem, set the communication media to "modem' and then select the
appropriate moden,

i Communication media ; b
odem ﬂ

¢ Back LCancel

figure 2.0.3: Link type (Dial up configuration)

The NCP Secure Entry CE Client supports different media types; the integrated dialer for example, can be
used to establish a connection to the ISP with a modem (if available to the system) prior to building the
VPN Tunnel. In this example, select Modem and then click Next >.
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Assistant for new profile
Modem Selection
Select the modem far the Internet dial-up

First, define the dialer far the Internet dial-up. Then select one of the available modems or BAS
entriez from the list.

(+ MCP Internal Dialer
" Microzaft BAS Dialer
(" Use modern data from Microsoft BAS entry

S

todem Selection
|Eluetanth Serial Port COMS: ~|

kodem initialization string
ATR1<cr

¢ Back

[g LCancel

In this example the internal dialer will be used to establish a connection to the Internet. The PDA in this
example has a Bluetooth partnership (Bluetooth Serial Port COM8) with a mobile phone. Click Next >.

figure 2.0.4: Modem Selection

Assistant for new profile E'
Access information to the internet service provider
Account information for the internet zervice provider

Enter ugername, paszword and [if neceszsary] the phone number o your internet service provider.
If "zave paszword" iz not zelected pou will be prompted for the pazswaord prior bo establishing a
connection.

@ zemame

a) |<:U5&rname required by ISP>

Pazsward FPazzwaord [Confirm)

|-:P355'.--0r'd required by ISP> ]-:Passwc:urd required by ISP>

¥ Save paszword

Deztination phone number ;

|<ISP's access number>

< Back LCancel

figure 2.0.5: Access information to the internet service provider

Enter in the access information required by the ISP to establish a connection to the Internet.

Click Next > to continue...
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Assistant for new profile

¥PM gateway parameters
To which WPM gateway should the connection be establizhed?

Enter the DMS name [i.e. vphzerver. domain.com] or the official IP addresz [ie. 212.10.17.29] of
the %WPM gateway vou want bo connect ko,

Gateway :
' | <IP Address or DNS name of Firebox>

[ Usze egtended authentication (A0 TH]

m Uzemame :

Pazsword Pazzword [Confirm] ;

< Back

figure 2.0.6: VPN gateway parameters

Enter in the Firebox's IP address or DNS name. (If the VPN Gateway supports extended authentication
(XAUTH) as defined in draft-beaulieu-ike—-xauth-02 then enter in the appropriate Username and
Password). Click Next >.

Assistant for new profile [g|
IP5ec Configuration
Configure the bazic IPSec parameters

The bagic IPSec parameters can be specified here. The IPSec negotiations will use "automatic
mode" which are pre-defined [default] propozals.

| the event that uniquely defined IKE- / IPSec policies are to be used, these can then be
defined and azsigned using the Policy Editor under IPSec Generaly Settings.

ﬁ Exchange mode
|.-'1'-.ggressive b ode LJ
PFS aroup
\DH-Group 2 1024 Bit] |

[ Usze P compression [LZ5)

¢ Back LCancel

figure 2.0.7: Basic IPSec Configuration

This example will use Aggressive Mode and Perfect Forward Secrecy seamless re-keying, employing DH-
Group2 (1024 Bit). (If the VPN Gateway supports LZS compression, then this can be enabled here).
Click Next >.
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Assistant for new profile
Pre-shared key
Common secret for data encroption

& shared zecret or pre-zhared key iz uged to enciypt the connection; this then needs to be
indentically on both sides [YPM client und YPN gateway].

Enter the appropriate walue for the IKE 1D according to the selected |0 ope.

Pre-shared key
2 Shared zecret Confirm zecret ;

| <PSK> <PSK>
@ Local identity
e Tvpe: |Fu||_l,l [ualified Uzermame LJ
ID:  |<IKE-ID>
¢ Back & LCancel

figure 2.0.8: Pre-shared keys

In this example, a pre-shared key or shared secret is used, identical passwords on the IPSec
communicating peers. The Firebox expects ID_USER_FQDN as Local Identity so therefore select Fully
Qualified Username as IKE-type (as shown above) and enter in the values <IKE-ID>, and <PSK> used
(see figure 1.0.5) and confirm this to ensure that it is correctly entered in.

The Next > button will not be available until the Shared Secrets have been entered in, confirmed and
match.

Assistant for new profile E'
IP5ec Configuration - IP addreszes
Azzigning the [P address to the client

Specify which IP address the client iz going to uze. By zelecting "Use IKE Config Mode" the
client's IP addresz iz dynamically azzigned by the WPMN gateway.

Furthermare, defing where the DNS /A WINS zervers [if used] can be found.

% IF addrezs aszignment
|Manual IP address _YJ
IF address Subnet magk
|<Virtual IP> 255, 255.255.0

DNS /WINS zervers
= DMS zerver: WIMS zerver

< Back

LCancel

figure 2.0.9: IPSec Configuration — IP addresses
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The Firebox is configured to assign a Virtual IP Address to the incoming connection. (The NCP Secure
Entry client supports three options, manual IP address assignment, IKE-Config Mode, or using the IP
address assigned to the physical network interface). Optionally enter in the addresses where the
(internal/external) DNS and WINS servers can be found.

Click Next > to continue.

Assistant for new profile
Firewall Settings
Select and enable different firewall features

Activate the desired firewall optionz.  Enabling Stateful Inzpection will discard packets from other
hosts. Optionally, MetBIOS over IP can alzo be enabled.

ﬂ Fireswall

Enable Stateful Inspection ; when connected LJ

[ Only communication within the tunnel permitted

[ Enable MetBIOS over [P

¢ Back LCancel

figure 2.0.10: Firewall settings

The NCP Secure Entry Client also comes with a (stateful inspection) personal firewall that can be enabled
to provide protection against attacks from the local LAN (for example an environment at a public wlan
hotspot). Click Finish to save the setting to this profile.
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2.1 Checking/Modifying the Configuration

¢ NCP Secure Entry CE Client Configurator, |Z|:f E|

Conneckion Sy sl Window  Help

Upload

Certificates
EAP Settings
Zonfiguration Locks

]

Upload PECS4#12 File
pload CA Certificate

Refresh Moderm Data
Refresh Reader Data

figure 2.1.1: Configuration -> Profile Settings

Open the Profile Settings to review/modify the connection parameters.

Profile Settings

&yailable Profiles - :
Profile Mames Phore Mumber/Link Type

Connection to ‘W atchguard Firebox

e Entry

Duplicate

Delete

Help

LCancel

Ok

figure 2.1.2: Profile Settings

Either double click on the profile that is going to be modified, or select the profile and then click on
Configure.
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Profile Settings Connection to Watchguard Firebox E'
B -:s:in:: S e B azic Settings
Edlﬂaslélrﬁ Helingii Prafile name ;
Line Management ) 1Eu:unneu:tiu:un to Y atchguard Firebos
IP5 eu_:_GeneraI Settings
:SEESEES o Connection tppe
k
Hemqtéeﬁitjglrigmen * YPM connection to IPSec gateway
Certificate Check ™ |ntermet connection without VPN

Firewall Settings
Communication medium

i b odem Li

[ Usze Microzoft BAS-Dialer

Help LCancel
figure 2.1.3: Profile Settings: Basic Settings
Review the parameters and ensure they are correct.
Select Dial-Up Network to continue...
Profile Settings Connection to Watchguard Firebox E|
B azic Settinis Wik Lip: Btk
Madern @ Usermame :
Line k anagement ol ] <lUsername required by ISP>
|IPSec General Settingz _
Identities _ Bagsward :
IP Address Assignment | <Password required by ISP>
Remote Metwaorks
Certificate Check I Save password
Firewall Settings Destination phone purmber
] <ISP's access number=>
Dial-up optionz
== BAS sicipt file
Help 4 LCancel

figure 2.1.4: Profile Settings: Dial-Up Network Settings

Confirm the Username, Passwords and access number to the ISP's POP are correct.
Select Modem to review the modem settings...
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Profile Settings Connection to Watchguard Firebox

kodem Init. String ;
Dial Prefix ;

Help

B azic Settings lgdam

Dial-lp Metwark, _ Sl

Line Management iEIuetn:n:nth Serial Port COME: LJ

|IPSec General Settings

|dentities il

IP Address Aszignment :

Remote Metwaorks Com Bort ]EDMB LJ

Certificate Check. Baud Bate - =

Firewall Settings SRRl | AEHH —l
Releaze Com Port ; |EIn LJ

LCancel

figure 2.1.5: Profile Settings: Modem Settings

Verify the correct Modem is selected.
Select Line Management to continue...

Profile Settings Connection to Watchguard Firebox

Line b anagement

B azic Settings
Dial-Up Metwork,
b odemn

Connection Mode

Line k anagement
|IPSec General Settings
|dentities

IP Address Aszignment
Remote Metwaorks
Certificate Check.
Firewall Settings

Help

Inactivity Timeout [zec] ;

Two Tier Connection

| b anuial _vJ

1100
-

LCancel

figure 2.1.6: Profile Settings: Line Management

The Connection Mode can be set to connect automatically, meaning that any time a packet is destined for
Firebox's Internal LAN, the VPN Tunnel can automatically be established. In this example however, one
manually establishes the connection. The Inactivity Timeout is set to 100 seconds.

Select IPSec General Settings to continue...
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Profile Settings Connection to Watchguard Firebox E|
IPSec General Settingz

B azic Settings

Dial-Up Metwork,

badern Gateway : |<IP or DNS name of Firebox>

Line Management

|IPSec General Settings Palicies

Identities i -

IP Address Assignment @ IEE policy |autu:umat||: mode LJ
Remote Metwaorks gty :

Certificate Check it poiey. |autu:umat||: mode LJ
Firewall Settings Palicy lifetimes .. | Palicy editar ... I

Advanced optiohz
ﬁ Exch. mode : |.-'1'-.ggressive b ode ﬂ
EFSgoup:  IDH-Group 2 (1024 Bit) |
[~ Usze IP compression [LZ5)
[ Dizable DPD [Dead Peer Detection)

Help | :QK ............... Eancel

figure 2.1.7: Profile Settings: IPSec General Settings

Verify the IP address or DNS name of the Watchguard Firebox is correctly configured.

When automatic mode is selected for both the IKE (Phase 1) and IPSec (Phase 2) Policies, the client will
submit a range of different commonly used proposals and the Firebox can then select one to use for the

connection. The select settings as shown in figure 1.0.8 will work automatically, thereby not
necessitating the definition of custom proposals.

Click on Identities to move to the next dialog box.

Profile Settings Connection to Watchguard Firebox E|
Basic Settings |':|Entltll.3$ .
Dial-Up Network. Local identity

kodem

v a— |Fu||_l,l [ualified Usemame LJ

IPSec General Settinis | <[KE-ID=>
IF Address Aszignment W se pre-shared key

Remate Metwork:s -

Certificate Check Shared secret: | <PSK>
Firewsall Settings T T I e

[ Usze extended authentication [=aUTH)
m Uzemame : |
Pazsword : |

Help | LCancel

figure 2.1.8: Profile Settings: Identities

The Firebox is expecting a Fully Qualified Username; enter in the same values as in figure 1.0.5. Other
IKE-ID types can be used, but are beyond the scope of this quick guide; please refer to the manual for
more details.

Click on IP Address Assignment to continue...
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Profile Settings Connection to Watchguard Firebox

Basic Geffings IP Addrezs Azsighment

ﬂ'?'dﬁrﬁ el % ¢ Use [KE Config Mode

Line Management " Usze local IP address

IPSec General Settings T R

| dentities o

|F Addre s ; _

Remote Metworks IP address : |""""'r“'tUﬂ| IP=>
ithests Gk Subnetmask:  |255.255.255.0

Firewwall Settings

[ DS AWINS zervers

DNS server: |oooo |no.0o
S WINS server: 0.0.0.0 0.0.0.0

Help LCancel

figure 2.1.9: Profile Settings: IP Address Assignment

Confirm the settings as entered in figure 1.0.7. Then click on Remote Networks to move to the next
dialog box.

Profile Settings Connection to Watchguard Firebox

FRemote Metwaorkz

B azic Settings

Dial-Up Network Enter the IF netwarkz the tunnel should be used for.
todem Without entries tunneling will always be used.

Line k anagement

|IPSec General Settings

:SEESE?ESSS - % Metwork addreszes : Subnet masks
Remate Networks 192.188.0.0 | 255, 255, 255.0
Certificate Check
Fireswall Settings |':'-':'-':'-':I |':'-':'-':'-':I
0.0.0.0 {0.0.00
{0.0.00 0.0.0.0
{0.0.00 0.0.0.0
-
Help ' LCancel

figure 2.1.10: Profile Settings: Remote Networks

Enter in the Network address(es) (depending on the subnet masks defined, these can be individual hosts
or network segments) that are to be reached. This is used in the Phase 2 negotiation and often the
cause for configuration mistakes. In this scenario, the Firebox's LAN segment, 192.168.0.0/24 (or
netmask 255.255.255.0) is to be reached, so that can be defined here (see figure 1.0.7).

Skip Certificate Check, because this example does not call for the use of certificates, select the Firewall
Settings instead...
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Profile Settings Connection to Watchguard Firebox

. 2 e Il 5 etti

B azic Settings s
Dial-Up Metwork, i : :

Mader ﬂ With firewall gettings activated packets from other

Line Managsment hosts will be dizcarded.

|IPSec General Settings

|dentities Enable Stateful Inspection : h ted

IP Address Azsignment = f e _d
Remote Metwaorks e i :

Certificate Chack [T Only communication within the tunnel permitted

Firewwall S ettings [~ Enable NetBIOS aver P

Microgoft Dial-Up Metwarking

[ 1 Microzoft's disler in use only communication within
the tunnel iz permitted

Help LCancel
figure 2.1.11: Profile Settings: Firewall Settings
Confirm the settings here as entered in figure 2.0.10.
Click on OK to return to the main Profile Settings dialog box.
Profile Settings E'
“Available Profiles = — ;
\Profile Mames Phore Mumber/Link Type Canfigure
| [Connection to ' atchguard Firebox &
MHeww Entry
Duplicate
Delete
Help
LCancel
0K b

figure 2.1.12: Profile Settings

Select OK to return to the configurator (the graphical user interface to configure the VPN CE Client)
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¢ NCP Secure Entry CE Client Configurator, [Z]|Elg|
Connection  Configuration  Window  Help
.
Upload Download
p%“hu:unel:u:ucuk ko F‘D.ﬁ.|

Client

figure 2.1.13: Upload Profile Settings to PDA

Upload the configuration to the connected PDA.
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