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NCP Quick Configuration Guide: Secure Entry Client & ASLvV5
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1. Configuring a VPN connection using pre-shared ke  ys.

1.1 Configuring the Astaro Security Linux v5 with p re-shared keys.

6!/ 4 4 ! /I =% 2 18> /
! /. /

1.1.1 IPSec VPN -> Remote Keys

)2 /6! @ !4 4#

I A 8 # 58 [ ! 4

/ )y C # | ! 4 |

! 1o

Marme: [vPN-PSK-UserD1

Virtual IP (optional): [172.23.9.150

Key Type: [ PSK H

Preshared Key: s

WEN Identifier: Remote IP Address
"# $ %&' () " *'( # )

12 2! 2

Remote Keys

S—— S pi e s G S N SN JU |
Name ; i WVirtual 1P [ o8 oy .'-:'.'_,..'. Liser con |‘L|'I:_I.‘ Qo IOa0

YPMN-PSEK-UserD1l FPSE IPv4 ADDRE 172.23.9.150 [nane] |

T+"# 8 %&'( ) "' ()

1/ ! 4! ]

/0 * -
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1.1.2 IPSec VPN -> Policies

% . /[ ! 1 4 !
6! 6! / 4 /
Lo /o 4
Mame: [MCP-demo Palicy
Key Exchange: IKE
ISAKMP (IKE) Settings
IKE Mode: [ Main Mode | |
Encryption Algorithm: |AI::S {Rijndael] 128hit ﬂ
Authentication Algorithm: [ SHAT 160bit -l
IKE DH Group: [ DH Group 2 (MODP1024) J
SA Lifetime (secs): 3500
IPSec Settings
IPSec Mode: [ Tunnel K|
IPSec Protocol: [EsP EH
Encryption Algorithim: |AES {Rijndael) 128hit E
Enforce Algorithms: [On EH
Authentication Algorithm: [ SHa1 160bit H
SA Lifetime (secs): 3500
PFS: [FFS Group 2 (MODP1024) |
Compression: [ On - deflate IE|
HU"# $ %& " H
- 51,G 1 # 1 %1 ! H>51 J:->86: K#
>H" J'681 K
F 2 terod
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1.1.3 IPSec VPN -> Connections

Mew IPSec Connection

Name: [vPN-PSK-Userl1 Add |

Type: [ Road warrior |
IPSec Policy: [ NCP-demo Policy |
Auto packet filter: fon B
Endpoint Definition
Local Endpoint: | External =
Remote Endpoint: Any

Subnet definition (optional)

Local Subnet: [ Any -

Remote Subnet: None

Authentication of remote Station(s)

L2TP Encapsulation: | Off E

Keys: Selected Awvailable

PSE: WPH-PSK-User0l i E -
hd

3 =

H-"# 3 %& "oy
6! ! 1414 / 5 % ! |
/ | | Sl # |

2 ! 2/ 3 - !
/ 18 |
IPSec Connections
MNarme ] Local <-> Remote Endpoints Actions
O YPN-PSK-UserDl B Froad warrior External <-= Any |

H"# $ %& "

- # ! L

+/0 * .
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1.2. Configuring the NCP Secure Entry Client with p

1.2.1 Configuration Assistant: Creating a new profi

6! / 19%1: 1
! /. /

Assistant for new profile

Connection Type
Drefine type of connection

IPSec.

" Link to the Internet

I+ " "

Assistant for new profile

Connection Name
Enter the name of the connection

Mame of the connection :

* Link to Corporate Network using IPSec
Create a link to the corparate netwark. over a Virtual Private Metwark, [WPM] secured by

Create a connection ta the Internet [Mo VPR,

14

LCancel

/411

The connection may be given a descriptive name; enter a name in the fallowing field.

[WFH using PSK

LCancel

le

re-shared keys.
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Assistant for new profile fg|
Link type [Dial up configuration]
Select the media type of the connection,

Dreterming how the connection to the corporate network, zhould be establizhed. IF the internet iz
to be used wia moden, sef the communication media to "maden’ and then zelect the
appropriate modem.

% Communication media : ]L{\N [over IP] L]

< Back LCancel
I+ " /0 1
6! %1 " : 1 I @ ! /
! 15" 41 / !
=%6 51 . # %& ' ! 2 _#S
Assistant for new profile fg|
¥PH gateway parameters
To which VPN gateway should the connection be established?

Enter the DMS name [i.e. vprgerver.domain.com] or the official IP address [ie. 2121017.29] of
the YPM gateway you want to connect ko,

Gateway
' |22.2324 28
[ Use extended authentication [X&UTH] -

m Uzermarne :
|

Pazsword Pazswiord [Confirm) :

I l

< Back LCancel

I+1-" "$ ¥ (

18> A 5 %" 6! /

12 _#%




" : Network Communications Products engineering GmbH

Assistant for new profile fg|

IPSec Configuration
Configure the bazic IPSec parameters

The bazic IPSec parameters can be specified here. The IPSec negotiations will use "automatic
maode'" which are pre-defined [default] propozals.

In the event that uniquely defined IKE- / IPSec policies are to be uzed, theze can then be
defined and azzigned uzing the Policy Editor under IPSec Generaly Settings.

ﬁ Exchange mode
|Main Mode _Hj
EFS group
| DH-Group 2 (1024 Bit -

¥ Uze IP compression

T "y
6! . 4 ( ( ) *
% /O
Co # 4
12 #$
Assistant for new profile fg|
Pre-shared key
Carrnon secret for data encryption
A zhared secret or pre-zhared key iz uzed to encrypt the connection; thig then needs to be
indentically on both sides [WPH client und WPM gateway).
Enter the appropriate walue far the [KE |D according to the selected ID type.
%E% Pre-shared key —
Shared secrat : Canfirm zecret :
Lacal identity
Tvpe:  |IP tddiess ~|
o: |
< Back LCancel I
1+12" " %3
5 1 # )1 o2 # 4
6! #9$ 4 ! 1 !

$/0
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Assistant for new profile fg|
IPSec Configuration - IP addresses
Azzigning the [P addrezs to the client

Specify which IP address the client iz going to use. By selecting "Use IKE Config Mode'' the
client's IP address iz dynamically azzigned by the YPRN gateway.

Furthermare, define where the DNS A WINS servers (if uged] can be found.

IP address azsignment

IManuaI IP address _:J
IP address : Subnet mazk :
I1 72.23.9150 250,255, 255.0
DS A WINS zervers
= DNS zerver: WS server
jonooo jnooo
< Back LCancel
I+14" " H# 5#
6! 8"> / ! ! [ xx*
6! %1 " ! # 5 #5CH)1/ G #
15 1 4 2 |/ ; ! 41
! B. %" N5%" /
12 _#89%
Assistant for new profile fg|

Firewall Settings
Select and enable different firewall features

Activate the desired firewall optionz. Enabling Stateful Inzpection will dizcard packets from other
hosztz. Optionally, MetBIDS over IP can alzo be enabled.

ﬁ Firewall

Enable Stateful Inspection : when connected _1]

[ Only communication within the tunnel pemitted

[+ Enable MetB10S over [P

< Back LCancel

1+16" "o

6! %1 " 1 41 / / 4 1
2/ 1 >8% /| . 4
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1.2.2 Configuration: Checking/Modifying the profile
! ) " 4B /!

NCP Secure Entry Client

Connection REEEeEEDs Log  Window  Help

Outside Line Prefix
Logon Options I

.Ernfile ! Qutéide Line :
Certificates
Call Control Manager
Client Configuration Locks Server
Profile Settings Backup 3

1.-’-‘«SLVEVF'N Extended Firewall Sett gs
EAP Settings
Lhizconnect | mp

Statistics:

Tirme online: 00: 00: 00 Timeout (sec): 0

Data (Tx)inByte: 0 Direxction: -

Data (Rx)inByte: 0 Lirk Type: L ARANL AN
Speed (KBytels): Encrygption:

o 2 v /] ! # FJ

Profile Settings

“Available Profiles - - -
Profile Mames Phone Mumber/Link Type

MHew Entry
Dwplicate
Delete

Help

LCancel

i
s
[
__Ddee |
e
G|

ok

I+1 8"

**/0
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Profile Settings VPN using PSK

] Hhings
Line  anagerment
IPSec General Settings
Identitie:

IP Addrezs Aesignment
Remate Metwork s
Certificate Check
Firewall Settings

EBasic Settings

IPSec General Settings
Identities

IP Addrezs Aesignment
Remate Metwork s
Certificate Check
Firewall Settings

I+] +" "

6! (
8"> A
[

— Baszic Settingz

Profile narne :
[WFH using PSK

Connection type
{® WPN connection to IPSec gateway

Communication medium
|L&M 2 WLAN [over IP]
r

[ Use this profile after every system reboot

Help LCancel

Connection Mode

F anwal hd j

360

Inactivity Timeout [zec) ;

ISDM Multilink -
EPP Multilirk. :

150K

—

i

bultilink. Threzhald :

Help LCancel

>8%# | =% 6 1 51
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Profile Settings  ASLv5 VPN-GWO1 X]

Basic Sefings — IPSec General Settings -

L it Gatewsy:  [22232425
: General Settings

Identities 5

IP &ddress Assignment Palicies

Femote Metworks IEE ol :

Certificate Check @ LS Iautomahc Sibs ;j

Firewall Settingz IPSec policy : |automatic mode ;]
Palicy fifstimes ... Policy editar . i

Advanced optionz
ﬁ Exch. mode : IMain tode ﬂ
EFSgoup:  [DH.Group 2 (1024 Bit) -
¥ Use P compression [LZ5]
[ Disable DPD [Dead Peer Detection]

Help l ok LCancel
I+l "y
=/ 15 %" /18" /
NI 1 /1 2 1 %
I/ 1 8"> ! !

! | / * % | * %

6! 14 ** 4 4 2 # 1
/ /

12 !

Profile Settings VPN using PSK 3
Bazic Settings E Identm?s ) ) -
Ling Management Lioc:al idertity .
IPSec General Settinis Tupe: l”:. Address .:J
IP Addrezs Aezignment = |D: I
Henthe Mebwarks
Certificate Check ¥ Use pre-shared key -

Firewall Settings

Shared secret ; 1““““**
. Confirm secret : !
[ Usze extended authentication [}4UTH)

Usemame I

Pazgword I

;l.:

LCancel
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Profile Settings VPN using PSK 3
Eiasic Setings — |P Address dasignment -
Lire Management ™~ Uze IKE Config Mod
IPSec General Settings i it
|dentities © Use local IP address
IF Address Assignment — % Manual IP address
Henthe Mebwarks s
Certificate Check IP address : 11 72.239.150

Firewall Settings

Subnet mazk : i255. 205.285.0

[ DNS /WINS servers

DNS server: |onon |onoo
@ WINS server jonooo |0.0.00
Help ] Lk Cancel ]
41 " "y (
1/ 1 | oxx ! (!
6l 2 1
Profile Settings VPN using PSK X]
Basic Setings — Remote Networks -
Line Management Enter the IP networks the tunnel should be used far.
:E’SB_C.GEHETH Settings sfithout entries tunneling will always be uzed.
entities

IP Addreszs Aszignment
Femate

Erlifle S Netwark addresses Subret mazks |

Firewall Settings jonon [0.0.0.0
joooo |0.0.00
joooo joooo
j00.00 j0o.0o
j0.0.00 |00

[ &pply tunneling security for local networks

T
I+1 2" " ( *
! % ' ! 2 | #!
42 ! I 6 o /o
! 2
51 # 18> 3 14 ) | **
/! 5/ I 14 # [ 14 | **# 1
] ! I
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Profile Settings VPN using PSK

B azic Settings

Line  anagerment
IPSec General Settings
Identitie:

IP Addrezs Aesignment
Remate Metwork s
Certificate Check

— Firewall Settings -

With firewall gettings activated packets from other
hozts will be dizcarded.

Enable Stateful Inspection : when connected

[ Only communication within the tunnel permitted
[+ Enable NetB1OS over [P

Microgoft Dial-Up Hetworking

[ If Microzoft's dialer in use only communication within
the tunnel iz permitted

Help

LCancel

/o - /
JE 2#  * "

I+ 6"

Configure

Phone Number/Link T wpe
LEN /WwLEN

Mews Entry
Duplicate
Delete

Help

diddi]

LCancel

! Pl / /
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1.3 Establishing the connection with pre-shared key S

" ! ! # 2 _ !
+ NCP Secure Entry Client
Connection  Configuration  Log  Window  Help
Prafile - Cutzside Line :
VPN using PSK
Client
LDizconnect | NCP
— A
Statiztics:
Time online: 00:00:02 Timeout (sec): 358 =ec
Data (Tx)in Byte: 0 Direction: aut
Data (Rx)inByte: 0 Lirk Type: L ARANL AN
Speed (KBytels): 0,000 Encrygption: AES 128
e D < 3
6! .B # ! 42 [/ [!8"> /
! ! / ! 1'=%"' 4 A |/ !
! 1 8"> >8% P 8"'> A/ @ !
! /1 3 2

Command Prompt

Microzoft Windows HP [Uersion 5.1.26881
(C> Copyright 1985-2881 Microsoft Corp.

C:~Documents and Settings“vem>ping 172.23.9.1
Pinging 172.23.9.1 with 32 bytes of data:

Reply from 172_.23.9.1: hytes=32 time=16ms TTL=64
Reply from 172.23.9.1: hytes=32 time=15ms TTL=64
Reply from 172.23.9.1: hytes=32 time=8ms TTL=64
Reply from 172.23.9.1: hytes=32 time=37ms TTL=64

Ping statistics for 172.23.97.1:

Packetsz: Sent = 4, Received = 4, Lost = B (Bx lossd,
Approximate round trip times in milli—seconds:

Minimum = 8ms,. Maxinum = 3Pmsz. Average = 19ms

C:“Documents and Settings“uvm>

L

*+ [0
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2. Configuring a VPN connection using certificates (PKI)

2.1 Configuring the Astaro Security Linux v5 with ¢ ertificates (PKIl)

2.1.1 IPSec VPN -> CA Management
1/ 8! o

Certificate Authorities

e
Type

10 Mo Cas installed @

| :: Please select action :: j

HI"# $ %& @ (

5 [/ # 18 1 |/ 8! !
/
6! ? # / 6! 4 ! 18 /
! / @ ! 3 / 12)
Lo
12 6 ! ! /1 8!
&  Generate MName: ASLvE-DemoCA
Passphrase:
ey Size 2048 Bits =
Country: MNetherlands =
State/Region: Moord-Brabant
City/Locality: Eindhaven
Drganization; MCP Engineering GmhH
Dept. /Org. Unit:  |Demo
Common Mame:  [ASLvE-DemaoCa
E-Mail Address: |info@ncp.de
HIEH S %& (" 3
6! 1) 18 | 4 &7 +
% .# 4 7 . 21/ " F3 [
41 /

©: Mo CERTs or CSRs installed

| ©: Pleaze select action j

+H1L"# S %&

D$% !

0 /0
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Add Host CSR or Certificate

= Upload Narme:
CERT or LSR Type: Certificate (CERT) I
Format: DER encoded (* der) -

File: Browse...

Key File (opt.): Browse..

Key Pass (opt. )

PKCS#12 Pass:

@  Generate VPN 10 EETEE |
E5E

MName: PTG 01
FPassphrase: =
Key Size: 1024 Bits |
Country: Metharlands =
State/Region: Moord-Brahant
City/Locality: Eindhowen
Drganization: MCP Engineering GmbH
Dept. /Org. Unit:  |Demao
Common Name:  |WPN-Gwil
E-Mail Address: |info@ncp.de

Start |

H1"# $ %& @ ("0 SR A | *
6! I 141 / 1"F/ /14 /I 1=%" 4
3

SEs and Certificates

T LA hd = e
Type MNarne

[| CSR+KEY WPMN-GWO1 #.509 DM from CERT/CSR body

] it Please select action j

+HI"# $ %& (" *ox <

% . 1"F/ =% # 2 6
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©  Upload Name:

CERT or C5R Type: Certificate (CERT) B
Format: DEFR: encoded * der) =
File: Browse...
Key File (opt.): Browse. .
Key Pass (opt. ).
PKC5#12 Pass:

&  Generate VPN ID: EEEEI |

CSR
MName: VFI-Userdl
Passphrase: frosene:
Key Size: 1024 Bits =
Country: Metherlands -l
State/Region: Moord-Brabant
City/Locality: Eindhowen
Organization: MCP Engineering GmbH
Dept./Org.Unit:  |Demo
Common MName:  [VPN-Userl
E-Mail &ddress: |vphuser01@ncp.de

__Start |

+H12"# $ %& @ ("0 S A |

SRs and Certificates

E, i
Tyhe Marme WEN IC

[ SR+ = ; rom ody '
CSR+KEY WPHN-GWO1 %.509 DM fi CERT/CSE bod
CSR+KEY WPH-UserOl %.509 DM from CERT/CSE bo
o fi / body

Aol T

| :: Please zelect action :: j

+H14"# $ %& @ (" <

6! 1'F ! /

Iv! R+KEY “PN-GWO1 #.E09 DM from CERT/CSR body
[| CSR+KEY VYPH-UserD1 *.509 DM from CERT/CSR body

[ Please select action - =]
. Please select action
Delete
Download az DER
Dowvnload az PEM
Dowrload az PECSH#12

e $ %& (" <( 3" <

" N 1'2) # ! 18A 4 #
L # /

*$ /0 *
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s and Certificates

= - s e Ao T
L= Harne VEN ID

v/ CSR+KEY YPRM-GWO1 *.509 DM from CERT/CSE body
[ GER+KEY “PHN-Userdl #.509 DM from CERT/CSR body
| Issus CERT from CSR ] Signing C& Passphrase: [+ Cotat ]
P S %8 (" <( 3 <
F ! /A

o fON T
i VEN 1D

! Yoe =
[ CERT+KEY [l WPR-GWO1 #%.509 DM from CERT/CSR body
Ver, Ca: ASLva-DemoCA
[ CERT+KEY [l WPR-Lserdl #%.509 DN from CERT/CSR body

Ver, Ca: ASLvS-DemoCA

| - Please select action - =]

I8 $ %& : ( "# *

Type Narme

¥ Signing CA @ A5LvE-DemoCa

E Please select action :: j

o Pleaze zelect action -
Delete
Dowrload az DER

Download as PECS#12
+H1"# $ %& : ("0* 3
51 /118 | @ 4 P / 4/ 29 &7+
239 &7+ . N 4 3 ! /! 29 &7+ #
239 &7+ I L 5 2 |
/A ! L / 4 4
<8 < < Q /

= ] = l..-" )

[ | CERT+KEY ﬂ YWPR-GWO1 #.509 DN from CERT/CSE body
Yer, Ca: ASLvo-DemoCA

v CERT+KEY [l YPR-Userdl #%.509 DN from CERT/CSRE body

Yer, Ca: ASLvo-DemoCA

! Dowrload as PRCSHT 2 =) Export Pass: | Passphrase: | Start I

. Pleasze select action &
Delete

Download az DER
Download az PEM

|szue CERT from CSR

HI+"# $ %& : ( "O* 3 3
8 ! 2 =23 ! 4 | * CI'R* 41!
! Lo)2 8 4 3 414
! CI'R*/ 41} L2

/0 * -
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2.1.2 IPSec VPN -> Remote Keys

/o / 5 51 . 44 1.$ |/
4 ! =% 41 =% 4

HIHS %&() " *( # )

12 21 2

CA Management Remote Keys

PRI i,
]

i R e S S
Virtual IP foptional ) User config downioaq Actions

Narre Wi L
ﬂ YPN-GWO1 #.509 DN from CERT/CSE body [none] [none]
ﬂ YRN-Userdl ®.509 DN from CERT/CSE body 172.23.9.150 [none]

HIH S %& () ()

1/ I'F C 4! |/

2.1.3 IPSec VPN -> Local Keys

%. !'=%" 4 / 4 A 1 =%)N*4
Local Certificate: | WPN-Gt0 1 |
Passphrasze: e
HI"# $ %& ) "0 3 *
I 4 # 18> 4 4 ! / [ !
14 11%4

Local IPSec X.509 Key

Active Key: VPN-GWO1

You can change the active local ¥.509 key by selecting a different one below,

HI2' S w& ) " ( 3 o+

6! e 118> 4 =% 3
! /!

2.1.4 IPSec VPN -> Policies

A N A T @! ! 4
5 14 g e
/ 84 41 [ #o0
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+H14"#  $ %& -
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2.1.5 IPSec VPN -> Connections

% 4 4 ! r — %
+H16"# $ %& "ok
HIT# $ W& "4

| Lo # 4 Ll %Lt

1

/0
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2.2. Configuring the NCP Secure Entry Client with ¢ ertificates (PKI)

51 # ! 3 4 /118! Vol #2 4
I ! &7 + / 29 &7+ # / /
: / ok R R 29 &7+ / !
41 1 8 18 / ! !

2.2.1 Configuration Assistant: Creating a new profi le

Il

> 2 P /411
18> =%"' 4

12 _#%

114" " (
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" / ! 1 51 . #1
! &7 -8

12 #$

+HH" " /0 1
6! %1 " 1 1! @ ! /! . #

! 15" 41 / !

=%6 51 . # %&
12 _#9%

+141-" "$ * (
: I 4A5 %" D8 67 |/ draft-beaulieu-ike-xauth-
02 1 8">
12 #3$

/0
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6! 8> =%"'

/

+l+14"

* *

4 / 5
6! %1 " ! #

5C)1/ G # I'5 1! 4 2

51

# !
!

12 _#%

+1416"

6! %1 "

5 ! 2
!

1 41 /
2/ ! >8% /
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2.2.2 Configuration: Checking/Modifying the profile

+HHT" %&
! ) " /B 41
+1+1 8"
o 2 1 /1 | # Lo
0
4 "9
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2.2.3 Configuration: Using certificates

- # ! ! / ! 6! 4
4 !
51 . I 18 &7 + /
* k%
++1 7" %& %& 0
6 /! 11 @!2 /118 |/
) + )
+1+1+8" %& .
6! 2 el 8 !
%. [ 4 | /A /
51 4 # ! / ! !
[ v 2070 0 #] / 6!
1A ) 2 6! 2 #
. !
6! ! I Cc1" R** |
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2.3. Establishing the connection with certificates
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