SECURE cOMMUNICATIONS

[ #
$ $N& #'
L ($)$)$$ +,
- ($)$)$8 +, 83



"C: Network Communications Products engineering GmbH

Disclaimer
1 | 2 |
14 5/ |
%1
%1 2 4 41
. 4
-1 # %1 [N
# #4 /
Copyright
6! 3 2 [ /%1
! 41 1

& " #)$ W& #'

Trademarks
8 2 2
9 %1 : "7 8 !

" TH

/0



"c: Network Communications Products engineering GmbH

NCP Quick Configuration Guide: Secure Entry Client & ASLvV5
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1. Configuring a VPN connection using pre-shared ke  ys.

1.1 Configuring the Astaro Security Linux v5 with p re-shared keys.
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1.1.1 IPSec VPN -> Remote Keys
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Marme: [vPN-PSK-UserD1

Virtual IP (optional): [172.23.9.150

Key Type: [ PSK H

Preshared Key: s

WEN Identifier: Remote IP Address
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12 2! 2

Remote Keys

S—— S pi e s G S N SN JU |
Name ; i WVirtual 1P [ o8 oy .'-:'.'_,..'. Liser con |‘L|'I:_I.‘ Qo IOa0

YPMN-PSEK-UserD1l FPSE IPv4 ADDRE 172.23.9.150 [nane] |
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1.1.2 IPSec VPN -> Policies

% . /[ ! 1 4 !
6! 6! / 4 /
Lo /o 4
Mame: [MCP-demo Palicy
Key Exchange: IKE
ISAKMP (IKE) Settings
IKE Mode: [ Main Mode | |
Encryption Algorithm: |AI::S {Rijndael] 128hit ﬂ
Authentication Algorithm: [ SHAT 160bit -l
IKE DH Group: [ DH Group 2 (MODP1024) J
SA Lifetime (secs): 3500
IPSec Settings
IPSec Mode: [ Tunnel K|
IPSec Protocol: [EsP EH
Encryption Algorithim: |AES {Rijndael) 128hit E
Enforce Algorithms: [On EH
Authentication Algorithm: [ SHa1 160bit H
SA Lifetime (secs): 3500
PFS: [FFS Group 2 (MODP1024) |
Compression: [ On - deflate IE|
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1.1.3 IPSec VPN -> Connections

Mew IPSec Connection

Name: [vPN-PSK-Userl1 Add |

Type: [ Road warrior |
IPSec Policy: [ NCP-demo Policy |
Auto packet filter: fon B
Endpoint Definition
Local Endpoint: | External =
Remote Endpoint: Any

Subnet definition (optional)

Local Subnet: [ Any -

Remote Subnet: None

Authentication of remote Station(s)

L2TP Encapsulation: | Off E

Keys: Selected Awvailable

PSE: WPH-PSK-User0l i E -
hd
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/ 18 |
IPSec Connections
MNarme ] Local <-> Remote Endpoints Actions
O YPN-PSK-UserDl B Froad warrior External <-= Any |
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1.2. Configuring the NCP Secure Entry Client with p

1.2.1 Configuration Assistant: Creating a new profi

6! / 19%1: 1
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Assistant for new profile

Connection Type
Drefine type of connection

IPSec.

" Link to the Internet

I+ " "

Assistant for new profile

Connection Name
Enter the name of the connection

Mame of the connection :

* Link to Corporate Network using IPSec
Create a link to the corparate netwark. over a Virtual Private Metwark, [WPM] secured by

Create a connection ta the Internet [Mo VPR,

14

LCancel

/411

The connection may be given a descriptive name; enter a name in the fallowing field.

[WFH using PSK

LCancel

le

re-shared keys.
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1.2.2 Configuration: Checking/Modifying the profile
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1.3 Establishing the connection with pre-shared key S
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2. Configuring a VPN connection using certificates (PKI)

2.1 Configuring the Astaro Security Linux v5 with ¢ ertificates (PKIl)

2.1.1 IPSec VPN -> CA Management
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2.1.2 IPSec VPN -> Remote Keys
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2.1.3 IPSec VPN -> Local Keys
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2.1.4 IPSec VPN -> Policies
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2.1.5 IPSec VPN -> Connections
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2.2. Configuring the NCP Secure Entry Client with ¢ ertificates (PKI)
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2.2.2 Configuration: Checking/Modifying the profile
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2.2.3 Configuration: Using certificates
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2.3. Establishing the connection with certificates
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