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1. Scenario 1: Client-to-gateway with pre-shared se  crets

1.1 Scenario Setup

172.23.9.0/24

B —— + NNNN__ e +
| Client A |=====| Internet |=====| Gate way B |----|
s +AW  \--v-v-v-v-/ BW+----- e +BL
Dynamically assigned 22.23.24.25 172.23.9.1 |--
I
<> < )<0 " # <

6 ?> @<%# "

6 ? @< A /-B4 ' 6 7> <) 0
/4 +6 7> @< % A [-% #
# <
$% 3
C
<
CD ),4# 0
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$% # 3
<
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$
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1.2 Using the Configuration Assistant

Confirmation

There iz no prafile for the WPMN dial-upl

Do wou want to uze the Configuration Asziztant
for generating a profile now?

%

*
~
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Assistant for new profile
Connection Type
Define wpe of connection

* Link to Corporate Network uzing IPSec

Create a link to the corporate network, over a Yirtual Private Metwork, PR ] zecured by
IPSec.

" Link to the Internet
Create a connection to the [nternet [Mo WYPM).

& LCancel

Assistant for new profile
Connection Hame
Enter the name aof the connection

The connection may be given a descriptive name; enter a name in the following figld.

Mame of the connection ;

]Gatewa_l,l B

¢ Back LCancel
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Assistant for new profile
Link type [Dial up configuration]
Select the media twpe of the connechion.

Determine how the connection to the corporate network, should be established. [ the internet iz
to be uzed via modem, set the communication media to "modem' and then select the
appropriate moden,

Communication media ; ]|5DN LJ
— ISDN

b odem
LAM [aver [P

«DSL [PPPCE) N
PPP ower CAFI
GPRS / UMTS
FFTF
¢ Back Meut » LCancel
$ /0 1
G *" 0%
# ) # 0 #
* % $ _
Assistant for new profile
¥PM gateway parameters
To which WPM gateway should the connection be establizhed?

Enter the DMS name [i.e. vphzerver. domain.com] or the official IP address [ie. 212.10.17.29] of
the %WPM gateway vou want bo connect ko,

% Gateway :
' |22.23.24.25
[ Use extended authentication [aUTH] -

m Uzemame :
]

Pazsword Pazzword [Confirm] ;

| |

¢ Back LCancel
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Assistant for new profile

IP5ec Configuration
Configure the bazic IPSec parameters

The bagic IPSec parameters can be specified here. The IPSec negotiations will use "automatic
mode" which are pre-defined [default] propozals.

| the event that uniquely defined IKE- / IPSec policies are to be used, these can then be
defined and azsigned using the Policy Editor under IPSec Generaly Settings.

NC?

iﬁ Exchange mode
|Main b ode

PFS aroup

\DH-Group 2 1024 Bit]

[ Usze P compression [LZ5)

Assistant for new profile

Pre-shared key
Common secret for data encroption

& shared zecret or pre-ghared key iz uged to enciypt the connection; this then needs to be
indentically on both sides [YPM client und YPN gateway].

Enter the appropriate walue for the [KE 1D according to the selected |0 ope.

a Pre-shared key
(N

¢ Back

# % | s %t %8 (

Shared zecret Confirm zecret ;
Local identity

= Type: iIF' Address LJ
o:

¢ Back
2 3
*" 0% $ % '
,-J+01 21 ) 0 "

A 4, ,9# +



"C: Network Communications Products engineering GmbH

# # . #

Assistant for new profile [X|
IP5ec Configuration - IP addreszes
Azzigning the [P address to the client

Specify which |P addresz the client iz going to uze. By zelecting "'Use IKE Config Mode" the
client's [P address iz dynamically azzigned by the WPMN gateway.

Furthermare, defing where the DNS ¢ WINS zervers [if used] can be found.

|IF addrezs aszighment

IManuaI IP address __v_J
IF address Subnet magk
]1 72234910 2hh 2865.255.0
OMS A WINS zervers
—  [DIMS zerver: WIMS zerver
J1 72239250 no.0no
¢ Back LCancel
4 & 5&
D 6 . "
%" ' " %'& C %
$ )<3 0’ )
# e
$
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Assistant for new profile
Firewall Settings
Select and enable different firewall features

Activate the desired firewall optionz.  Enabling Stateful Inzpection will discard packets from other
hosts. Optionally, MetBIOS over IP can alzo be enabled.

ﬂ Fireswall

Enable Stateful Inspection ; when connected LJ

[ Only communication within the tunnel permitted

[ Enable MetBIOS over [P

¢ Back

Configuration  Jale Tyl a G o =

Dutzgide Line :

Extended Firewal =k| s

Zukside Line Prefix

Server

Certificates

Zall Control Manager

EAP Settings

Logon Options

Zonfiguration Locks

Profile Settings Backup r

Connect ] Lhzconnect | mp

Statistics:

Titme onlire: 00:00:00 Timeout (zec). 0O

Data (Tx)in Byte: 0 Direction: -

Data (Rx) in Byte: 0 Link Type: LANAYLAR

Speed (KBytess) 0,000 Encryption:
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Profile Settings

—Availlable Profiles

Giateway B

e Entry
Duplicate

Delete

Help

LCancel |

ak

Profile Settings Gateway B

— Bazic Settingz

B azic Settings

Line b anagement ; 2
'4? Profile name :
i

|IPSec General Settings
|dentitizs

IF Address Aszignment
Remote Metwaorkz Connection tppe
Certificate Check,
Firewall Settings

!Eateway B

* YPN connection to IPSec gateway
| Internet connection without ¥EM

Communication medium
[ LM 2 WLAN [over IP)
[T Use Microszaft B

[ Use this profile after eveny system reboot

Help I : LCancel |
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6

Profile Settings Gateway B

B azic Settings

— Line Management -

Firewall Settings ISOM b ultilirk,

IPSec General Settings 7.y Connection Mode :

| dentities =5 L

IP Address Assignment Inactivity Timeout [zec) ;
Remate Metworks

Certificate Check,

taob - PPR Multiling

| bd anuial LJ

{300

Multilink. Threshold :
Help LCancel
'$ # -
"l # " %" $
> @<% " # # * . %
# 3 1,
0 J
Profile Settings Gateway B
Basie SEfinas — IPSec General Settings -
Line Managerment y :
IPSec General Settings Gateway: |22232425
Identities L
IP Address Assignment Palicies
Remote Metwarks [EEinalizne : =
Certific-ate Check @ R |autu:umat||: mode _i
Firewall Settings |PSec policy ]autnmatic mode _LJ
|i'""F"uiﬁé'l;i_']ffé'tﬁ'ﬁé'é".':'. """ i Policy editar ..

Advanced optionz

i//\:( Ewch mode:  |Main Mode |
EFSgoup:  IDH-Group 2 (1024 Bit) |
[ Usze IP compression [LZ5]
[ Dizable DPD [Dead Peer Detection]
Help ] ok | LCancel
| * & 9 -
! # 45 ) 0 ) O 0
6
% *" Op ‘& #
G 0O 0O# 6

%
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Policy Lifetimes

Pleasze enter the life time for the validity of the IPSec secure
policies.

|EE policy

% Life Type : ]‘_-_—‘_]

Diuration [days: brs: min: zec): ]M—
kButes : {EEIEIEI

|IPSec policy
Life Tupe : ]‘“—_]
—1I Cruration [days: brs: min: zec): fﬁﬁ[m—
kButes : W

Help ()4 { Cancel

& )< "0 # 2 )22, 0%

Profile Settings Gateway B

. 2 —IPSec G | Settings -
B azic Settings R e

Line k anagement ; ;
|IPSec General Settingz Gatonay. |22'23'24'25

[dentities i

IF Address Aszignment Folicies

Remote Metwarks IKE palicy - 2

Certificate Check @ e |autu:umat||: Ll Li
Firewall Settings |PSec policy |autu:umati|: mode _1]

Palicy lifetimes ... " Policy editar ...

Advanced optionz
ﬁ Exch. mode ; ]Main Mode L]
EFSgoup:  IDH-Group 2 (1024 Bit) |

[ Use IP compression [LZ5]
[ Dizable DPD [Dead Peer Detection]

Help ] ok | LCancel
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IPSec Configuration

BT IKE Policy
-1 IPSec Palicy

Cloze

14 0 &:
9 45 0 $ _ 5 '& ) #
IKE Policy 3
Marne : |PSK - 3DES-SHAT-DHZ
Authentication I E ncryption I Hazh | OH Group |
Preshared ey Triple DES SHA DH-Group 2 [1024 Bit]
Authentication : iPreshared ke L‘ Add
Encryption : !Triple DES L! L |
Hash : !SH,-’.'-. _v_j
DH Group - |DH-Group 2 (1024 Bit] =)
Hep | Zﬁ:ﬁﬁﬁﬁ::ﬁﬁﬁﬁﬁﬁﬁ:ﬁ:f Cancel
16 0 &:
" #
" oo £ o , 14
‘& " % 3 0%5 )8# /0 # % & )8# <O
"% %&  ()*(+ $ *
$ 74 #*
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IPSec Configuration

U1 IKE Policy
: T PSE - 3DES-SHAT-DH2 =
YT |PSec Policy i Mew Entry

IPSec Policy

Marne : |ESP - 3DES-GHAT
Protocol | Tranzform I Maone |
ESP Triple DES SHA,
Frotacal [ESP =] Add
Transfarm : |Trip|e DES L! s
Authentication ; I SHA ;I
Help | k LCancel

3 5 " % 3 0% )82# / 20
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IPSec Configuration

W1 IKE Palicy
T PSK - 3DES-SHAT-DH2
=-F1 IPSec Policy
W1 ESP - 3DES-SHAT

I & "& /& #1 -
$ 0 . %

Profile Settings Gateway B

B azic Settings
Line k anagement

|IPSec General Settingz

[dentities i
IP Address Assignment Palicies
Remate Metworks

Certificate Check, @
Firewall Settings

w

45 )'<&CO

— IPSec General Settings -

Gateway ;

Advanced optionz

#0 K

[22.23.2425

|PSK - 3DES-SH&1-DHZ |

|ESP - 3DES-5HA1 |
Palicy lifetimes ... Palicy editar ... i

I M ain Mode

| DH-Group 2 (1024 Bit] |
[ Use IP compression [LZ5]
[ Dizable DPD [Dead Peer Detection]
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Profile Settings Gateway B

. - e
B azic Settings Ertities

Line b anagement

|IPSec General Settinis

IP Address Aszignment
Remote Metwaorkz
Certificate Check
Firewall Settings

Local identity

Tvpe:
= In:

W Use pre-shared key

% Shared secret ;

Confirm zecret ;
m zemame :
Pazsword

[ Use extended authentication <& TH]

|IP &iddress |

!

!xxxxxxxxxxxxxx

ixxxxxxxxxxxxxx

!
]

Help ] (]S LCancel

2

Profile Settings Gateway B

|F Addrezs Aszignment
Remate Metwork:s

- - — |P Addresz Azzignment -
B azic Settings
Line b anagement ™ Use IKE Config Mad
|IPSec General Settingz % ik, b
|deritities 7 Use Jocal IP address

-+ Manual IP address

Certificate Check IP address : [172.23.9.10
Firewall Settings
Subnet magk ; i255.255.255.[|
W DMS 2 WINS servers
DNS server: [172239.250 [no.0.0
& WINS server: {0000 {0.0.00
Help ] (]S LCancel
| * & -
2 $ 1l
# *
8 4, L O# +
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Profile Settings Gateway B

— Remaote Metworks -

B_asiu: Settings
Line Management Enter the |F networks the tunnel should be uzed for,
IPSec General Settings Wwithout entries tunneling will alwaps be used.
[dentitie:
IP Address Aszignmment
t Metwork addresszes : Subret masks :
Fireswall Settings [172.23.9.0 | 255, 255, 255.0
{00.00 0.0.0.0
{00.00 {0.0.00
{0.0.00 {00.00
{0.0.00 00,00
Help LCancel
!+ - )
I ) # "$ % #
$ " 0 #
" %6 ?> @< 8)9(:(;:2:*
(G C 0 # % # $ # % #
) # ,0%
J

Profile Settings Gateway B

. 2 e Il 5 etti
B azic Settings S

Lire Management e : )
IPSec General Settings ﬂ ":"lt? flre_lli-\i;all zn_attlng; .thwated packets from other
Identities osts will be discarded.

IP &ddress Assignmment

Remote Metwaorkz
Certificate Check.

Enable Stateful Inzpection: | when connected

Firewall Settings

[ Only communication within the tunnel permitted
[ Enable MetBIOS awver [P

icrogoft Dial-Jp Metwarking

the tunnel iz permitted

Help

[ If Microzaft's dialer in use only communication within

LCancel

B4)

#0
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Profile Settings

—Awailable Profiles ;
|Prafile Marnes Phone Murmber/Link Type Configure |

i_lj atew a_l,l-E

MHeww Entry
Duplicate

Delete

Help

LCancel |
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1.4 Establishing the connection
(@=L

Profile ; Dutzide Line :

il

Connection iz establizhed I
0 e A g? Server
e | NCP

| NCP Secure Entry Client

Connection  Configuration  Log  Window  Help

|GamwayB

Statistics: L%

Titme onlire: 00:00:03 Timeout (zec). 297 zec
Data (Tx)in Byte: 0 Direction: oLt
Data (Rx) in Byte: 0 Link Type: LANAYLAR

Speed (KBytess) 0,000 Encryption: Triple DE=

$ #
#o# % $ _
#*0% $ 6
# # 6 >
6 7> @< #

~ Command Prompt

Microsoft Windows XP [Uersion 5.1.26H01
CC>» Copyright 1985-2001 HMicrosoft Corp.

C:~Documents and Settingsswmrping 172.23.9.1

Pinging 172.23.2.1 with 32 hytes of data:

Reply from 172.23.2.1: hytes=32 time="ms TTL=64
Reply from 172.23.2.1: hytes=32 time=5ms TTL=64

Reply from 172_23.9.1: bytes=32 time=4mz TTL=64
Reply from 172.23.2.1: hytes=32 time=9ms TTL=64

Ping statistics for 172.23.9.1:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss),
Approximate round trip times in milli—seconds:

Hinimum = Sms, Maximum = 9ms,. Average = bns

C:~Documents and Settingssum>
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2. Scenario 2: Client-to-gateway with certificates

2.1. Scenario Setup

&(
172.23.9.0/24
I
|--
B —— + NNNN__ e +
| Client A |=====| Internet |=====| Gate way B |-----|
s +AW  \--v-v-v-v-/ BW+----- e +BL
Dynamically assigned 22.23.24.25 172.23.9.1 |--
I
<> < )<0 " # ' <
6 7> @<%# "
6 2 @< A /-B4 ' 6 ?> <) 0
/4+6 ?> @< %A I-%
# <
$% 3
C
i<
CD ), 4# 0
< # & ( G# <
E I <E
< 22,, ) 0 $# 03
$% # 3
<
CD ), 4# 0
$
< "8, ) O $# $
% % # A /-B4% '4 #
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2.2 Installing the trusted CA certificate for Trust  ed Root CA

[ % : 3 < % $
xn E I <E "3 5<3=3 =< = %
0 ) /0 5<3=3 l=< = :
# 0 < < # # G

& C:\WINDOWS\ncple\CaCerts M=
a

File Edit ‘iew Favorites Tools  Help

@Back ;3 '\_/I l.ﬁ /_ﬁ\] Search l{__ Folders v

Address (I3 C\WINDOWS ncple)\CaCerts V| r
ﬁ Mame =~ Size T'E."I:lE
File and Folder Tasks [m|CERT Trusted Root_Ch.pem 2KB PEM File

Iﬂ Fename khis file
@ Maove this File
D Zopy this File

&) FPublish this file to the
‘Web

E] E-mail this file
¥ Delete this file

Other Places

Iy ncple

E:j My Documents

NCP Secure Entry Client
Configuration  Log  Window  Help

Zonnect ﬁut.s“ide Line ?

Disconnect .:J I

Connection Info

Conneckion

Wiew Issuer Certificate
Enter PIM Wiew Client Certificate
Reset PIM
Zhange PIM Display CA& Certificates

Certificates

Wieww Incoming Certificate

Zall Conkrol Statistics

Exit
Titme onlire: 00:00:00 Timeout (zec). 0
Data (Tx)in Byte: 0 Direction: oLt
Data (Rx) in Byte: 0 Link Type: LANAYLAR
Encryption:

Speed (KByteis):

37 370
F . . # L # L% O #
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CA Certificates rg|

Subject i Filenarme |

J /C=de/5T=Bayem/L=Muremberg/0=MCP Secure Commu... CaCertsz/CERT_Trusted_...

|
b

$ < #

' " % #
# 9 $ *" 0
> # $ $ % #
# * * " 12
# & M "

& C:\WINDOWS\ncple

File Edit ‘iew Favorites Tools  Help

eBack - @ - Lﬁ /'._ﬁ\] Search [{_ Folders v

Address |3 CWINDOWS\ncple

A Mame - Type

File and Folder Tasks & IChArs File Folder

CaCert File: Fold
Iﬂ Fename khis file () CaCerts ile Folder

= i IChcrs File Folder
@ Mowve this File Slog File Falder

D Copy this file [Chrsudata File Folder
@ Publish this file to the [Chtemp File Folder

Web @ BSD9SIF,.DLL Application

(Z) E-mail this file %] BSONTIF.OLL Application
¥ Delete this file E] budgz004.ksy TS File

E u:au:ertEl.u:rt Security Ce

cardz.dat DAT File
Other Places card.dat DAT File

e Clienta,pl2 Personal Inl
[y WINDOWS

Ed clientrert. crt % Security Ce o
E:j My Docurments =t =
halh? I b
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NCP Secure Entry Client

Connection EEEEERECES Log  Window  Help

Profile : Profile Settings Dutzide Line ;

Extended Firewal Settings
Dukside Line Prefix

_erkific:

Zall Control Manager
EAP Settings

Logon Cptions
Client Configuration Locks Server
Profile Settings Backup r

Conrect i LEconnect

Statistics:

Titme onlire: 00:00:00 Timeout (zec) 0

Data (Tx)in Byte: 0 Direction: oLt

Data (Rx) in Byte: 0 Link Type: LARNAYLAR

Speed (KBytess) 0,000 Encryption:

10 37

Certificates

Uzer Certificate l FIM F'u:uliu:_l,l] Certific:ate renewal]

Certificate : none

nane

from zmart card
from PECSH1 2 File
PECSHTT Module

1Mo /1
# 4>)($0 % > >

#
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1$0 @

Fleaze enter your PIM

g

Cancel

NCP Secure Entry Client

el Configuration  Log  Window  Help

Qutéide Line ?

Conneck

Disconnect _.I.J |

Zonnection Info

[ Wiew Issuer Certificate
Enter PIM vie _
Reset PIN Yiew Incaming Certificate % |

Zhange PIM Display CA Certificates '

s Client Certificate

Zall Control Statistics

NC?

Exit
Titme onlire: 00:00:00 Timeout (zec). 0
Data (Tx)in Byte: 0 Direction: oLt
Data (Rx) in Byte: 0 Link Type: LANAYLAR
Speed (KByteis): Encryption:

I+ 37 37 )
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2.4 Using the Configuration Assistant
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2.5 Checking/Modifying the Configuration
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2.6 Establishing the connection
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