SECURE cOMMUNICATIONS
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NCP Quick Configuration Guide: Secure Entry Client
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1. Scenario 1: Client-to-gateway with pre-shared se  crets

1.1 Scenario Setup
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B —— + NNNN__ e +
| Client A |=====| Internet |=====| Gate way B |----|
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Dynamically assigned 22.23.24.25 172.23.9.1 |--
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1.2 Using the Configuration Assistant

Confirmation

There iz no prafile for the WPMN dial-upl

Do wou want to uze the Configuration Asziztant
for generating a profile now?
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Assistant for new profile
Connection Type
Define wpe of connection

* Link to Corporate Network uzing IPSec

Create a link to the corporate network, over a Yirtual Private Metwork, PR ] zecured by
IPSec.

" Link to the Internet
Create a connection to the [nternet [Mo WYPM).

& LCancel

Assistant for new profile
Connection Hame
Enter the name aof the connection

The connection may be given a descriptive name; enter a name in the following figld.

Mame of the connection ;

]Gatewa_l,l B

¢ Back LCancel
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Assistant for new profile
Link type [Dial up configuration]
Select the media twpe of the connechion.

Determine how the connection to the corporate network, should be established. [ the internet iz
to be uzed via modem, set the communication media to "modem' and then select the
appropriate moden,

Communication media ; ]|5DN LJ
— ISDN

b odem
LAM [aver [P

«DSL [PPPCE) N
PPP ower CAFI
GPRS / UMTS
FFTF
¢ Back Meut » LCancel
$ /0 1
G *" 0%
# ) # 0 #
* % $ _
Assistant for new profile
¥PM gateway parameters
To which WPM gateway should the connection be establizhed?

Enter the DMS name [i.e. vphzerver. domain.com] or the official IP address [ie. 212.10.17.29] of
the %WPM gateway vou want bo connect ko,

% Gateway :
' |22.23.24.25
[ Use extended authentication [aUTH] -

m Uzemame :
]

Pazsword Pazzword [Confirm] ;

| |

¢ Back LCancel
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Assistant for new profile

IP5ec Configuration
Configure the bazic IPSec parameters

The bagic IPSec parameters can be specified here. The IPSec negotiations will use "automatic
mode" which are pre-defined [default] propozals.

| the event that uniquely defined IKE- / IPSec policies are to be used, these can then be
defined and azsigned using the Policy Editor under IPSec Generaly Settings.

NC?

iﬁ Exchange mode
|Main b ode

PFS aroup

\DH-Group 2 1024 Bit]

[ Usze P compression [LZ5)

Assistant for new profile

Pre-shared key
Common secret for data encroption

& shared zecret or pre-ghared key iz uged to enciypt the connection; this then needs to be
indentically on both sides [YPM client und YPN gateway].

Enter the appropriate walue for the [KE 1D according to the selected |0 ope.

a Pre-shared key
(N

¢ Back

# % | s %t %8 (

Shared zecret Confirm zecret ;
Local identity

= Type: iIF' Address LJ
o:
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1.3 Checking/Modifying the Configuration
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1.4 Establishing the connection
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2. Scenario 2: Client-to-gateway with certificates

2.1. Scenario Setup
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2.2 Installing the trusted CA certificate for Trust
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2.3 Installing new user certificate
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2.4 Using the Configuration Assistant
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2.5 Checking/Modifying the Configuration
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2.6 Establishing the connection
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