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2.2.4 Management Server / Settings

In the Management Console open “Settings” under the main menu option, “Manage-
ment Server”.

The parameters are
ordered according to
groups.

The values can be
changed by double
clicking on the
appropriate parameters.

Please restart the Management Server after editing the parameter values so that the new
configuration will be effective.

[General]

RsuPort = 12501
(Standard = 12501) Must agree with the setting on the Upda-
te Client (see above registry entry).

MgmPort =12502
(Standard = 12502, sollte nicht verdndert werden) manage-
ment port through which the Client Manager sets the Phone-
books.

MgmSSLPort = 12504

(Standard = 12504, should not be changed) management port
through which the Client Manager sets the Phonebooks via
SSL.
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ReplPort = 12505

(Standard = 12505, should not be changed) management port
through which the Management Server creates a backup.

ReplDBPort = 12506

(Standard = 12506, should not be changed) management port
through which the Client Manager replicates the database.

M axSessions =50
Number of Client sessions that the Management Server will
process concurrently. A maximum of 200 Client sessions are
possible.

Primaryl PAddr =127.0.0.1

NCP Secure Management Server - Configuration x|
Services Operation Mode | 1 | "l

Management Server operation mode

" Primary Server
' Backup Server

IP-Adresze Primary Server : I'I 27.0.01

IP-Adresse Failzafe Primary Server : |12?.D.D.1

Shared Secret : Ixxxxxx

Hirwweiz - Die Betrisbzart kann nur umgeschalten werden, wenn zuvar alle
Dienste gestoppt wurden,

+ Backup Server im Mormal Betrish

" Backup Server alz Failzafe Primary Server
[rwr bei dasfall des Primary Servers)

Apply ak LCancel

If the Management Server is used as Backup Server, then the
I P address of the primary server is specified here. This confi-
guration is made in the Windows start menu prior to starting
the Management Server, under “NCP Management Server —
Configuration” (see fig. above).
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Server Type =0
x
Services Operation Made | 1 | 'l

tlanagement Server operation mode

" Primamy Server
¥ Backup Server

|P-Adresze Primary Server : |1 27001

|P-Adresse Failzafe Primary Server : |'| 27001

Shared Secret : Ixxxxxx

Hirmaeiz : Die Betriebzart kann nur umgezchalten werden, wenn zuvor alle
Dienste gestoppt wurden,

% Backup Server im Mormal Betrieb

{~ Backup Server alz Failsafe Primary Server
[rur bei Awsfall des Primarg Servers)

Apply 0K LCancel

0 = Management Server is used as primary Server
2 = Management Server is used as backup Server

This configuration (under Windows) is made prior to star-
ting the Management Server in the Windows start menu un-
der “NCP Management Server — Configuration” (see fig.
above).

ReplSecr et If the Management Server is used as Backup Server then the
“Shared Secret” is entered for the Primary Server. This con-
figuration (under Windows) is made prior to starting the Ma-
nagement Server in the Windows start menu under “NCP
Management Server — Configuration” (see Fig. above).

DeletePK CS12 =0

After Download
Standard = 0; after a download the soft certificate is deleted
from the database.

1 = the certificate is not deleted.
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LogTraceLifetime =2
Number of days until the log entries are deleted.
LogL evel =9

(possible values = 0 - 9) With the value the depth of the ana-
lysislevel is determined for the log file.

LogFile = ncprsu
The file name of the log file: ncprsu.log
L ogPath = .Jlog

The directory underneath the installation directory where the
log file is located: <Installationdirectory>\log\ncprsu.log

L ogFileSize = 2000000
This parameter entry is optional!

If the value of the log file entered here in bytes (standard =
2000000) is reached, then the current log file is renamed to
<name>. old, a previous <name>.old is del eted.

UseDefaultPhonebook =0

This switch for the Phonebook selection can be used to spe-
cify whether the Management Server will make a uniform
Phonebook available to all users, or whether it will make an
individual phonebook available to each user.

UseDefaultPhonebook = 0
each user gets hisindividual phonebook

UseDefaultPhonebook = 1
each user gets the same phonebook

InitUser | d = inituser

This is where you enter the user ID for initial logon on the
Management Server. This “initial” user ID for the rollout is
the same for all Clients. Consequently the parameter “Allow
multiple users” must be activated on the Secure Server for
this user ID. If the Client dials in with this ID then the Ma-
nagement Server will send the request for entry of personal
VPN user ID and password/ authentication code back to the
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Client. Only after entry of the personal access data can the
user receive a personalized Phonebook or soft certificate.

(If a Client logs on with this InitUserID, and if LDAP au-
thentication is not configured, then the Client will only be
asked for his VPN user ID. In this process the system
checks whether a directory exists on the Update Server for
this entered VPN user ID. If thisis not the case then the lo-
gon will be rejected; the user will get another chance to enter
a VPN user ID. Compare parameter “Chek-
kUserDirAfterInitLogon”)

CheckUser Dir =1
AfterlnitL ogon
This parameter entry is optional! (Standard = 1)

1 = For the first logon (InitLogon) without authentication
code, with VPN user ID the system checks whether a direc-
tory exists for this new user. If this is not the case, e.g. for
misspelled VPN user ID, the logon fails and the user is again
requested to enter his VPN user ID.

0 = The logon is executed in such a manner that the system
searches for a Phonebook or soft certificate for this user. If
nothing is found then the following appears in the log win-
dow of the user Monitor: Configuration at current level.

[Clients]

ChecklInterval = 86400

The update interval is specified in seconds and as delivered
the parameter is set to one day (86400 seconds). The update
interval describes a time period in seconds, after which the
Secure Client or the RWSRSU will contact the Management
Server, in order to check whether updated files are present.

BlockSize = 20000

The block size designates the maximum size (in bytes) of the
data packets that will be transmitted. The block size should
not exceed 64 kByte (=65536). The Update Client compares
its value with the block size for each connection with the
Management Server.
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[Authentication]

The complete configuration section under [Authentication] is used for rollout, if an
LDAP Server isalso available.

UselL dapAuthentication =1

0 = LDAP authentication is not used
1 = LDAP authentication is used

If LDAP authentication is used, then the following parame-
ter values must be used accordingly. These values must
agree with those that have been configured with the Server
Manager on the Secure Server (VPN Gateway) (see the Serv-
er Manual —LDAP Server)

L dapHost =127.0.0.1

IP address of the LDAP host in the corporate network. (Cor-
responds to the parameter “LDAP Host” in the server manu-
a.)

LdapPort =389

The port number of the LDAP Server. Only change this va-
lue if the LDAP Server definitively runs under a different
port number than the standard number specified here (389).
(Corresponds to the parameter “Port | LDAP Host” in the
server manual.)

LdapAdminDN = CN=XXX,0=XXX,C=XXX
This Distinguished Name (DN) indicates where the configu-
ration for the administrator is located on the LDAP Server.
(Corresponds to the parameter “Administrator DN” in the
server manual.)

L dapPassword = XXX
The administrator password that enables access to the LDAP
Server. (Corresponds to the parameter “Administrator | Pass-
word” in the server manual.)

LdapBaseDN = CN=XXX,0=XXX,C=XX

LDAP search path; the user-specific configurations of the
link profiles for the Clients can be found on the LDAP Serv-
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er below this search path. These Clients access the Manage-
ment Server via the associated VPN Gateway (see above).
The username is searched as Common Name (cn) under the
LdapBaseDN.

LdapAuthAttribute = ncpUserAuthenticationCode

If the user ID is found, then the value entered in this attribu-
teis allocated to this user ID as authentication code.

[ClientAuthentication]

AuthCodeMinLen =6

The minimum length of the authentication code. (Standard =
6)

AuthCodeValidDays =14

Thisis used to specify the validity period of the authenticati-
on code in days after it has been generated.

AuthCodeMaxErrCnt =10

This number determines how often the authentication code
can be entered incorrectly. If the entered error number is re-
ached, then the client can no longer dial in. It is only possi-
ble to cancel the disable via the Management Console.

AuthCodeDisableRest = 0; With configuration downloads the authentication code
isreset. 1 = ... not reset.
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[CONNMAN]
In this section the parameters are set for automatic update of the foreign phonebook for
T-Online.
URL = http://www.t-update.de/securevpn/phb.zip
Phonebook file URL of the Connection Manager. (Check
this entry in the configuration file.)
Interval = 800000
Time interval in which a new foreign Phonebook should be
downloaded from T-Online. The time starts running after a
Client requests a T-Online Phonebook for the first time.
ProxyHost = XXX XXX XXX XXX
| P address of the HTTP Proxy Server, if necessary.
ProxyPort = 80; Port of the Proxy Server.
ProxyAuthName = User ID for the Proxy Server
ProxyAuthPwd = Password for the Proxy Server
[CMP]
CmpPort = 829; CMP Listen Port.
0 = CMP Server disabled
CmpPollTime = 15; CMP polling interval in seconds
LogL evel =0

CMP Log Level. (possible values = 0 - 9) The value determi-
nes the depth of the analysis level for the log file.
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[RADIUS]

Enabled =1
The integrated RADIUS Server of the Management System
is activated with 1, and deactivated with 0.

AuthPort =1812
Authentication Port (Standard = 1812, should not be chan-
ged)

AccPort =1813
Accounting Port (Standard = 1813, should not be changed)

L ogL evel =0
RADIUS Log Level. (Possible values = 0 - 9) The value de-
termines the depth of the analysislevel for the log file.

[Log]

The value determines the depth of the analysis level for the log file. (Possible values =

0-9)

L ogL evel =0

SessL ogL evel =0

MgmL ogL evel =0

ReplL ogL evel =0

PackageL ogL evel =0

L ogPath =./log

The path is specified with the directory for the log files.
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Number of days until the log entries are deleted:

LogL ifetimeSecurity =90
LogLifetimeConfig =90
LogL ifetimeL ogins =90
LogLifetimeAdmin
Logins =90
LogL ifetimeSystem =30
LogL ifetimeTasks =90
LogLifetimeTrace =2
LogL ifetimeAccounting = 90
LogL ifetimeSyslog =90
LogLifetimeRadius =90
[Syslog]
Hosts =127.0.0.1; Syslog Server Hostname
Port = 514; Syslog Destination Port (Standard = 514)
Facility = 20000; Facility Base
LogTrace = 0; Facility Base + 1
LogConfig = 0; Facility Base + 2
L ogSecurity = 0; Facility Base + 3
LogL ogins = 0; Facility Base + 4
LogAdminLogins = 0; Facility Base + 5
L ogSystem = 0; Facility Base + 6
L ogRadius = 0; Facility Base + 7
ListenPort =0;

Standard = 514

0 = Listening disabled

[Console]

Console
Console

0; aus
1; an
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2.2.5 Update of the Update Client

A new Update Client is installed like a software package on the Management Server
computer, by starting UpdRWSRSU2xx.exe.

The new Update Client files are stored in the database of the Management Server in the
directory rwsrsu\v200\* independent of the version number.

It is not necessary to restart the Management Server thereafter.
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3. ncpbudgt.exe — Budget-Manager
(Connection Management/Statistics)

After installation of the Client Software the so-called Budget Manager runs automat-
ically for connection management and statistics when the monitor starts.

The Budget Manager is responsible for monitoring Client software connections in ac-
cordance with precisely defined criteria.

These criteria are specified in the Monitor menu under “Configuration / Connection
Management”. (See the manual for the Secure Client, Monitor, and Connection Mana-
gement)

Activating Connection Management in the monitor menu is only practical if the con-
nections are not routed to a corporate network gateway, or if charges are incurred for
connection time or frequency of the connections. Otherwise charge management can be
administered centrally.

If the Budget Manager is not used then it can be removed from the registry (see Fig.
below). In this regard, note that it is automatically re-installed for an update or for a
new installation. Thereafter it must be deleted again with regedit.

& Registry Editor =] 2
Reqistry Edit View Favarites Help
-1 ModuleUsage ;I Hame | Tupe | Daka
-2 M5-DOS Emulation (DeFauIt) REfE_5Z {walue not set)
{0 MetCache A\-‘MWIanCIient REG_5Z E:\Pragram Files\avmwlanstick)wlz
E}g lel' _ pEudget REG 5 "EsfTempl0a0325epClincplelncpb
[]"{:I ;DII'CIET'I: [3B]HcpMonitor  Modify "E:\Templ060325epChincpleincpm
eliability : "
23 Run NcpPopup Delete E:Temploe0s2eepClincpleincpm
(23 RunOnce Synchronize Rename mabsync.exe flogon
{:l RunCnceEx
{0 Setup

{:l SharedDLLs
- shel Extensions
-0 shelCompatibilicy
-2 shelscrap

-7 shellserviceObjectDel.
-2 tillimage

F-23 Syncmar

-{Z3 Telephony
-2 Uninstall

-0 URL

{27 webCheck

E]--{:I Welcome _ILI
1 © = |

4]

|I'\'1y ComputertHKEY _|LOCAL_MACHIME!SOFT'WARE Microsof b Windows) CurrentersioniRun

[

Key: Software\Microsoft\Windows\CurrentVersion\Run\NCPBudget
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4. rwscmd.exe — Command Line Interface

@\ Attention! The following description only applies for Windows systems.

4.1 Transferring Commands to the NCP Secure Client

With rwscmd.exe the NCP Secure Client (Entry/Enterprise/GovNet Client) has a com-
mand line interface that can be used for other applications. The prerequisite to use the
rwscmd.exe program is Client software of at least version 7.0 (Enterprise Client) or 8.0
(Entry Client).

At installation the command line interpreter is copied into the ncple directory under
Windows. It is called from this directory (e.g.):
C:\Windows\ncple>rwscmd /<Kommandos>

musHD

mwacmd Aoonnect

mwzcmd foonnect [Destination Mame]
mwzcmd fdizconnect

mwzemd Alock

mwscmd Aunlock

mwzomd Astart

myzcmd fstop

mwzcmd Aeelect [Destination Mame]
mwscmd Aeetinituser Initl serld [Password)]
mwecmd Arsuautoanswer off fvesdno
myzcmd fginaoh

mwzcmd Aginaot

mwscmd Aginainstall . . .
B—— ,;ginauninst If the syntax is not observed, or if acommand is
mwzcmd Aogonhotzpat [Timeout] specified incorrectly, or incompletely, then a
window will be displayed that lists the possible

commands:

connect

connect [Destination Name]
disconnect

lock

unlock

start

stop

select [Destination Name]
setinituser InitUserId [Password]
rsuautoanswer off/yes/no
ginaon

ginaoff

ginainstall

ginaunins

logonhotspot [Timeout]
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4.2 Prerequisite for Program Use

L] The services ncprwsnt, ncpsec, and rwsrsu, must be started. These services start as a
standard function after installation of the Client Software — they are located in the di-
rectory
C:\Windows\ncple>

LI It is only necessary to start the Monitor if passwords or PIN entries are required, since
rwscmd.exe does not start a PIN dialog..

[ In addition write authorizations must exist to the registry key:
KEY_LOCAL_MACHINE\
Software\NCP engineering GmbH\NCP Enterprise Monitor

4.3 Description of the Commands

rwscmd /connect
Required Windows authorization: User rights
Description: Connection setup with the last destination entry set in the Monitor.

connect [Destination Name]

e.g.: rwscmd /connect “LAN via Router (IP)”
Required Windows authorization: User rights

Description: Connection setup with the transferred destination entry.

Apostrophes are set instead of the square brackets. They are necessary because thisis a

transfer with spaces.

rwscmd /disconnect
Required Windows authorization: User rights
Description: Disconnects the current connection.

rwscmd /lock
Required Windows authorization: User rights
Description: Locks the Client, connection setup is no longer possible
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rwscmd /unlock
Required Windows authorization: User rights
Description: Unlocks the Client, resets the lock that was set with Lock

rwscmd /start
Required Windows authorization: Administrator rights
Description: Starts all services, popup and monitor of the NCP Secure Client

If called again the message “ Secure Client is already open” is displayed.

rwscmd /stop
Required Windows authorization: Administrator rights
Description: Stops all services, popup and Monitor of the NCP Secure Client

Also note that if the command rwscmd /stop has been executed then the command
rwscmd /start must be executed thereafter, so that the services and the monitor can be
restarted. In this case a reboot is not sufficient, as the popup and the monitor are not
started.

rwscmd /select “Destination Name”
Required Windows authorization: User rights
Description: In the Secure Client the system goes to the desired destination.

Apostrophes are set instead of the square brackets. They are necessary because thisis a

transfer with spaces.

rwscmd /setinituser UserId “Passwort”

Required Windows authorization: Administrator rights

Description: If you do not want a window to be displayed for the initial connection,
then the user ID, and optionally the password, can be transferred for the initial logon
for the initprocess.

Apostrophes are set instead of the square brackets. They are necessary because thisis a

transfer with spaces.

rwscmd /rsuautoanswer off/yes/no
Required Windows authorization: Administrator rights
Description: This is where you set how the system will respond to queries for a soft-

ware update.

yes Client software automatically gets an update without query.

no Automatic software update is rejected and not executed.

of f With the off setting the system asks (in a message window) whether the

software should be updated.
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rwscmd /ginainstall

Required Windows authorization: Administrator rights description: Installs the NCP
Gina, if this has not yet occurred in the software installation (see the section “Installati-
on” in the Client manual).

rwscmd /ginaunins

Required Windows authorization: Administrator rights

Description: Deinstalls the NCP Gina. If an external Gina calls the NCP Gina, then
deinstallation is not possible with this command. In this case it must be removed from
the registry manually, or the Ginas must be deinstalled again in the reverse sequence
(see the section “Logon options” in the Client manual.

rwscmd /ginaon

Required Windows authorization: Administrator rights

Description: Switches the NCP Gina dialogs for logon to the VPN Gateway so that they
arevisible if the NCP Gina has been installed.

rwscmd /ginaoff

Required Windows authorization: Administrator rights

Description: Switches the NCP Gina dialogs invisible and thus skips the VPN Gateway
logon with the NCP Gina.

rwscmd /logonhotspot [Timeout]

If a hotspot logon will be executed via an external dialer, then the firewall can be relea-
sed for ports 80 (HTTP) and 443 (HTTPS) with this command. This generates a dyna-
mic rule that allows data traffic for this hotspot logon, until the transferred timeout (in
seconds) has elapsed.

Because the firewall can thus be released via the command line, the parameter “Allow

hotspot logon for external dialers” has been added under “Options” in the firewall set-

tings. The command can only be executed via rwscmd if this parameter is active. (See —
Configuration parameters / Phonebook, Firewall settings).
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5. ncprwsnt.exe

Responsible for data communication frame processing via NCP PPP and VPN, as well
asthe dial services.

Applications which need system rights can be started with this service automatically af-
ter a connect or a disconnect. For that purpose two batch files in the installation direc-
tory have to be edited:

connect.bat

This batch file includes the executable programs or batch files which should be execu-
ted after a connect.

disconnect.bat

This batch file includes the executable programs or batch files which should be execu-
ted after a disconnect.

Note the parameter "Deny the start of the (dis)connect.bat". It is located in the monitor
menu “Call Control Manager / Ext. Applications” under the item "Configuration”.

This function should always be activated, exceptionally the execution with of one of
the batch files administrator rights is absolutely necessary.

64

Applications (batch files) which require only user rights can be started via this monitor
menu “ Configuration / Call Control Manager / Ext. Applications” by entering their na-
mes (see — Client Monitor / Call Control Manager).

A 56 Appendix: Secure Client Services





