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Disclaimer

Considerable care has been taken in the preparation of this quick guide, errors in content, typographical
or otherwise may occur. If you have any comments or recommendations concerning the accuracy, then
please contact NCP as desired.

NCP makes no representations or warranties with respect to the contents or use of this quick guide, and
explicitly disclaims all expressed or implied warranties of merchantability or use for any particular
purpose. Furthermore, NCP reserves the right to revise this publication and to make amendments to the
content, at any time, without obligation to notify any person or entity of such revisions and changes.

Copyright

This quick guide is the sole property of NCP and may not be copied for resale, commercial distribution or
translated to another language without the express written permission of NCP engineering GmbH,
Dombdhler Str.2, D-90449 Nirnberg, Germany.

Trademarks

All trademarks or registered trademarks appearing in this manual belong to their respective owners.

© 2010 NCP Engineering GmbH. All rights reserved.
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NCP Quick Configuration Guide: Secure Entry Client

Section 1: Client-to-Gateway using pre-shared secrets
1.1: Scenario Setup
1.2: Using the Profile Wizard
1.3: Checking/Modifying the Configuration
1.4: Establishing the Connection

Section 2: Client-to-Gateway with certificates
2.1: Scenario Setup
2.2: Installing the trusted CA certificate for Trusted Root CA
2.3:  Installing new user certificate
2.4: Using the Profile Wizard
2.5: Checking/Modifying the Configuration
2.6: Establishing the connection
2.7: Verifying the Defined Certificate
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1. Scenario 1: Client-to-gateway with pre-shared secrets

1.1 Scenario Setup

The following is a typical client-to-gateway VPN that uses a preshared secret for authentication.

172.23.9.0/24

fmm + —A—ASAA N\ Fmm + |

| Client A |=====| Internet |=====| Gateway B |----- |

Fom +AW \=-V-v-v-v-— BW+-——=—=————~ +BL |
Dynamically assigned 22.23.24.25 172.23.9.1 |--

figure 1.1.1: Scenario

Client A's WAN interface (AW) has the address dynamically assigned to it by the ISP. Client A will access

Gateway B's internal LAN, by means of a secure tunnel.

Gateway B connects the internal LAN 172.23.9.0/24 to the Internet. Gateway B's WAN (Internet)
interface has the address 22.23.24.25. Gateway B's LAN interface address, 172.23.9.1, can be used for

testing IPsec but is not needed for configuring Client A.

The IKE Phase 1 parameters used in Scenario 1 are:
Main mode
TripleDES
SHA-1
MODP group 2 (1024 bits)
pre-shared secret of "hr5xb8416aa9r6"
SA lifetime of 28800 seconds (eight hours) with no kbytes rekeying

The IKE Phase 2 parameters used in Scenario 1 are:
TripleDES
SHA-1
ESP tunnel mode
MODP group 2 (1024 bits)
Perfect forward secrecy for rekeying
SA lifetime of 3600 seconds (one hour) with no kbytes rekeying

Selectors for all IP protocols, all ports, between the client and 172.23.9.0/24, using IPv4 subnets

1.2 Using the Profile Wizard

The very first time you start up the NCP Entry Client you will be prompted to create a profile which will
allow you to connect to the NCP Demo VPN gateway. A connection using only pre-shared keys or one
using certificate based authentication can be selected and working example profiles are then generated.
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Create Test Connections

[] Create a test connection

‘whonld you like to create test connections to a MCP Secure Server?

|1ze the test certificate provided with thiz inztallation

-

(=]

figure 1.2.1: Create Test Connections

For the scope of this document, we are not required to select anything here: one can however, use these
profiles to ensure that the client has been installed and functioning correctly.

Either way, we'll create a (or another) profile from scratch that fits the scenario as outlined in section

1.1.

! MCP Secure Entry Client

(o] & |weS)

figure 1.2.2: Configuration

Connection | Configuration | Log View Help
Prafile: | Profiles " hiectior:
| Firewall W QO
Wi-Fi
l Dutside Line Prefix &
= Certificates
Link Options
) EAP Options
Tip of the ¢ ) m
client’s mos Logen Optiens
S tatishics- Configuration Locks |
Time online: Hotspot | =ec
Data (BNE poow for VPN Path Finder
Data (Fx) in § N
Speed (KByt Profile Settings Backup  »

Open up the profiles by selecting Profiles from the drop down list under Configuration.
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-

B Profile E=N Eol =
Available Prafiles
Eroup:
[Shuw all profiles v] Group
Prafile MN.ame Communication Medium  Phone Mumber
Add / Irmpart Edit Copy Delete E wpart
o

figure 1.2.3: Profile

You can either use the wizard as outlined in this section, or modify an existing profile as in section 1.3.
Click Add / Import to create a configuration / connection profile from scratch using a wizard.

Mew Profile Wizard =2
Connection Type
Define type af connection m

@ Link to Corporate Network Using IPzec

Create a link ta the corparate netwark, aver a virtual private nebwork, [VPM ] zecured by
IPzec.

(") Link to the Internet

Create a connection ta the Intermet [ho WERN].

"I Profile Import
Impart a configuration file you may already have [Fini, * pof, *wox, *wae, * zpd].

< Back Mext » ] ’ Cancel

figure 1.2.4: New Profile Wizard: Connection Type

Select Link to Corporate Network using IPsec to create a connection profile with the parameters needed
to establish a connection to the VPN Gateway Gateway B as illustrated in Figure 1.1.1. Click Next >.
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Mew Profile Wizard 3

Profile Hame
Enter the prafile name of the connection m

The connection may be given a descriptive name, up to 33 alphanumeric characters
long. Enter the name in the following held.

ﬁ Prafile Mame:
Gateway B

< Back H Mext » l ’ Cancel

figure 1.2.5: New Profile Wizard: Profile Name

Several profiles can be created and each given different name. In this example, this profile is created

and given the name Gateway B. Click Next >.

New Profile Wizard ==

Communication Medium
Select the media type of the connection. m

Determine how the connection to the corporate network, zhould be establizhed. [F the internet iz
to be uzed via modem, zet the communication media to "modem' and then select the
appropriate modenm.

L Communication Media: LAM [over IF] ']

autornatic media detection

LAk Jover [P |
Wfi-Fi

GFRS /3G

#D5SL [FPPoE]

«DSL [PPP ower CAPI)
FFTP

ISDM

kMadem

external Dialer

< Back H Mext » l ’ Cancel

-

figure 1.2.6: New Profile Wizard: Communication Media
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The NCP Secure Entry Client supports different communication media types; the integrated dialer for
example, can be used to establish a connection to the ISP with a modem (if available to the system) prior
to building the VPN Tunnel. (see manual for further details)

In this example however, select LAN (over IP). Click Next >.

-,

New Profile Wizard ==

¥PH Gateway Parameters
To which YPH gateway should the connection be m
eztablizhed?

Enter the DMS name [1.e. wpnzerver.domain.com] ar the official IP address [lLe. 212.10.17.29) of
the WFPM gateway pou want bo connect ko,

Ilzing Estended Authentication [AUTH] vou can enter the uzer D and paszsword far the
authentication. IF no authentication data are entered they will be requested when eztablishing the
connection.

% Gateway [Tunnel Endpoint]:
h 22.23.24.25

Extended Authentication [=aUTH]

gg Wzer D

Pazswoard: Fazsword [confirm]:

< Back || P et | | Cancel

figure 1.2.7: New Profile Wizard: VPN Gateway Parameters

Enter in the gateway's IP address or DNS name. (If the VPN Gateway supports extended authentication
(XAUTH) as defined in draft-beaulieu-ike-xauth-02 then enter in the appropriate Username and
Password.) Click Next >.
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Mew Profile Wizard
IPzec Configuration
Configure the basic IPzec parameters m

The bazic |IPzec parameters can be specified here. The |Pzec negotiations will use "autamatic
mode'' which are pre-defined [default] proposals.

I the event that uniquely defined [EE- / IPzec policies are to be used, these can then be
defined and azsigned wzing the policy editar under |Psec General Settings.

‘ﬁ Erxchange Mode:
lmain rmiode TI
PFS Group:
| DH-Group 2 (1024 Bit -

[]IPzec Compression

< Back ” Mext » l I Cancel

figure 1.2.8: New Profile Wizard: IPsec Configuration

This example will use Main Mode and Perfect Forward Secrecy seamless re-keying, employing DH-Group2

(1024 Bit) as indicated in section 1.1. Click Next >.

New Profile Wizard ==

Pre-shared Key
Commaon Secret for Data Encryption m

& shared zecret or pre-zhared key iz used to encrypt the connection. Thiz then needsz to be
identically configured on both sides WPM client and %YFM gateway).

Enter the appropriate value for the IKE 1D according to the zelected 1D tupe.

Q(J% Pre-shared Eey
Shared Secret: Confirm Secret:

Local [dentity [IKE]
Twpe: l IF Addresz -

¢ Back “ I et | l Cancel

-

figure 1.2.9: New Profile Wizard: Pre-shared Keys
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In this example, a pre-shared key or shared secret is used, identical passwords on the two IPsec
communicating peers. Enter in the given hr5xb8416aadr6 (see section 1.1) and confirm this to ensure
that it is entered in correctly.

The Next > button will not be available until the values have been correctly entered in and match.

Mew Profile Wizard [ == |
IPzec Configuration - IP Addresszes
Azzigning the [P address to the client m

Specify which |P addrezs the client iz going to use. By zelecting 'Uze |KE Config Mode" the
clent's |IP address iz dynamically azsigned by the WPN gatewsan.

Furthermore, define where the DMNS A WINS zervers [if uzed] can be found.

IF &ddress Azzignment
é-i!h‘% [ kanual IP Address -

P Address:
172234910
DHS A wWINS Servers
DMS Server: WINS Semver
172239250 0.0.00

< Back H Mext » l ’ Cancel

figure 1.2.10: New Profile Wizard: IPsec Configuration — IP addresses

Often the VPN Gateway will designate a virtual IP address to the incoming VPN connection. The NCP
Secure Entry client supports three options, manual IP address assignment, IKE-Config Mode, or using the
IP address assigned to the physical network interface ("AW": see figure 1.1.1). In this example, one
assumes that the IP address and the appropriate subnet mask is manually assigned to the client.

Click Next > to continue.
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@ Firewall

Stateful Inzpection:

Mew Profile Wizard

Firewall Settings
Select and enable different firewall features

[

Enable the desired firewall optionz.  Enabling Stateful [nzpection will dizcard packets from other
hosts, Dptionally, HetBI0S over IP can alzo be enabled.

aff

Only communication within the tunnel permitted

MetBIOS over P

¢Back ||

Finizh l [ Cancel

figure 1.2.11: New Profile Wizard: Firewall settings

The NCP Secure Entry Client also comes with a personal firewall that can be configured in detail or one
could enable the Link Firewall (meaning that stateful inspection can be enabled ONLY when this profile
has been selected). Not enabled for this scenario. Click Finish to save the setting to this profile.

1.3 Checking/Modifying the Configuration

! MCP Secure Entry Client

Connection | Configuration | Log View Help
Profile: | Profiles | hiection:
|Gatewa_l,l B Firewall o ()
Wi-Fi
l Dutside Line Prefix
= Certificates
Link Options
) EAP Options
Tip of the ¢ ) m
client’s moi Logen Options
ctatistics: Configuration Locks
Time online: Hotspot | zec
Data (T8 proyy for VPN Path Finder
Data (Fbx) in B N
Speed (KByt Profile Settings Backup

figure 1.3.1: Configuration -> Profiles
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Open the Profiles to modify the parameters to define the specific IKE and IPsec proposals as specified in

section 1.1.

P

® Profile

Ayailable Profiles

Eroup:

Fo = s

[ Show all profiles

- ] [Eraup

Frofile M ame Communication Medium — Phone Mumber
G ateway B LAk
Add / Impart E dit ’ Copy l ’ Delete ] ’ E wpart ]
[ Help ] ’ k. ] ’ Cancel ]

figure 1.3.2: Profile

Either double-click on the profile that is going to be modified, or select the profile and then click on Edit.

Profile Settings  Gateway B

; Sethings
Line b anagement
|Psec General Settings
Advanced IPzec Options

| dentities

IPzec Address Assignment
Split Tunneling

Certificate Check

Link. Fireswall

=

B azic Settings

Prafile M ame:
W) Gateway B

Caonnection Type
@ %PM Connection to IPsec Gateway

|nternet Connection without YERH

Communication Medium

| LM [over ) =

Prafile far Autamatic Media Detection

[] Default Profile after Systemn Feboot

Ilze Windows Dial-up Metwarking:

RENET

Cancel

Hep || ok |

figure 1.3.3: Profile Settings: Basic Settings

Review the parameters and ensure they are correct. Select Line Management to continue...
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Profile Settings Gateway B

B azic 5ettingz

|Pzec General 5ettings
Advanced IPzec Options

| dentities

|Pzec Address Aszignment
Split Tunneling

Certificate Checl,

Link. Fireswall

Line Management

[ manual

Connection kode;
|nactvity Timeout [zec): 100
Friortize Yoice over [P [olF) [
SO vilkilink:
= PPP Multiink: off
e
Fultilink. Threshaold: 0 4

Fre-authentication
Required Authentication before Y¥FH Connect

[T EAP swthentication
[TTHT TP Authentication

o Hep || ook ]

Cancel

figure 1.3.4: Profile Settings: Line Management

The Connection Mode can be set to connect automatically, meaning that any time a packet is destined for
Gateway B's LAN, the VPN Tunnel can automatically be established. In this example however, one
manually establishes the connection. The Inactivity Timeout is set to 100 seconds.

Select IPsec General Settings to continue...

Profile Settings  Gateway B

B aszic Settings
Line b anagement

|Pzec General Sethings
Advanced IPzec Options

| dentities

|Pzec Address Assignment
Split Tunneling

Certificate Check

Link, Firewall

IPzec General Settings

Gateway [Tunnel Endpaint]:

-,

=5

22232425

Faolicies

@ IEE Palicy: [autn:nmatin:: mode v]
IPgec Folicy: [autu:umatiu: mode v]
Exch. Mode: [main mode v]
PFS Group: | DH-Group 2 (1024 Bil -

[F'DIin:yLifetimes... ][ Palicy Editor ... ]

Hep || ok |

Cancel

figure 1.3.5: Profile Settings: IPsec General Settings: Policy Lifetimes

When automatic mode is selected for both the IKE (Phase 1) and IPsec (Phase 2) Policies, the client will
transmit a range of different commonly used proposals and the VPN Gateway can then select one to use
for the connection. However, in this example, both the IKE and IPsec policies have been specifically

defined in section 1.1; so select Policy lifetimes...
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-,

Policy Lifetimes ==

Fleaze enter the life time for the walidity of the IPzec secure policies.

IKE Folicy
Life Time [days:hrz:mir:zec): Q00: 02:00:00
IPzec Palicy
Life: Type:
=~ Life Time [days:hrs:min:sec): Q00: 01:00:00
kBytes: a00on

’ Help l | k. | ’ Cancel

figure 1.3.6: Policy Lifetimes

The duration for the IKE Policy (SA lifetime) has been set to 8 hours (28800 seconds), and the IPsec
Policy (SA) lifetime is limited to 1 hour (3600 seconds). Simplified, this means the connection will be re-
authenticated as it were every 8 hours, and the session key (used to encrypt the payload) is refreshed
every hour.

Click OK to return to define the Proposals...

Profile Settings  Gateway B @

Basic Settings IPzec General Settings

Line Manag t .

Advanced IPsec Options 22232425

| dentities

|Pzec Address Assignment o

Spit Tunneling Palicies

Eiirlilfllrl:i?;i-alzllheck @ IEE Palicy: [autu:umatiu: mode v]
IPzec Paolicy: [autu:umatiu: mode v]
Euch. Mode: [main mode v]
FFS Group: | DH-Group 2 (1024 Bi] -

| Policy Lifetimes .. || Policy Editor ... |
Help ] ’ 0k, ] ’ Cancel

figure 1.3.7: Profile Settings: IPsec General Settings: Policy Editor

Select the Policy Editor ... to define specific proposals to be used in this connection as lined out in section
1.1.
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IPsec Configuration @
|Psec Configuration

?ﬁ [EE Palicy
LW IPsec Palicy

Add Edit Copy Delete

Help ] [ Cloze

figure 1.3.8: Proposal Definitions: IKE Policy Configuration

First select IKE Policy and click on Add to define a new IKE Policy (Phase 1 parameters) to be used.

-

IKE Policy ==

M amne: PSE - 3DES-SHAT-DHZ

Authentication E ncrpption Hazh OH Group

Fre-shared Key Trple DES SHa DH-Group 2 [1024 Eit]
Authentication: [ Pre-zhared Kep v] Add
Encryption: [ Trple DES v] Famave
Hash: | SHa, -
DH Group: | DH-Group 2 (1024 Bit v

’ Help ] [ k. ] ’ Cancel

figure 1.3.9: Defining an IKE Policy

Simply select the parameters for this proposal. Several proposals may be grouped together under the
name, but for the purpose of this example, only one proposal is defined. Select Pre-shared Key for the
IKE mode, Triple DES (168bit 3DES) for the encryption algorithm to be used, SHA1 (160bit SHA-1) for
the authentication algorithm, and finally DH-Group 2 (1024 Bit) for the key exchange protocol.

Click OK to return to the previous dialog box.
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-

IPsec Configuration @

|Psec Configuration

4 ?ﬁ [KE Palicy
E LT PSE -- 3DES-5HAT-DH2
L BT |Psec Paolicy

Add Edit Copy Delete

Help ] ’ Cloze

figure 1.3.10: Proposal Definitions: IPsec Policy Configuration

In the same way, select IPsec Policy and click Add to define the IPsec proposal (Phase 2 parameters).

-

IPsec Policy ==

Hame: ESF - 3DES-5HAN

Pratacal Enerption ALthentication

ESP Triple DES SHa
FProtacal; ESP Add
Encryption [ Trple DES - ] Bemave
Authentication: [ SHa, - ]

[ Help ] [ k. J ’ Cancel

figure 1.3.11: Defining an IPsec Policy

Simply select the parameters for this policy: ESP tunnel mode, Triple DES (168bit 3DES-CBC) for
encryption algorithm and SHA1 (SHA-1 160 Bit) for the authentication code/hash algorithm.

Click OK to continue...
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-

IPsec Configuration @

|Psec Configuration

447 IKE Policy
i LT PSK - 3DES-SHAT-DHZ2
4 %7 |Pzec Palicy

Add Edit Copy Delete

Help ] | Cloze

figure 1.3.12: IPsec/IKE (ISAKMP) parameters defined

Click on Close to save the proposals created, and return to the Profile Settings | IPsec General Settings
dialog box.

-

Profile Settings Gateway B ==

IPzec General Settings

B aszic Settings

Lire kanag i .
|:|:: |Ettir'|I:I:E: Gateway (Tunnel Endpaint]:
Advanced IPsec Options E 22232425

|dentities

|Pzec Address Assignment o

Split Tunkeling Palicies

Certificate Check. . — ] I -

oAt @ IKE Policy: | PSK -~ 3DES-5HA1-DH2 |
Psec Policy: | ESP - 3DES-GHAT -
Exch. Mode: [main mode v]
PFS Gioup | DH-Group 2 (1024 Bt v

| Policy Lifetimes .. || Policy Editor .. |

Help l | ok | ’ Cancel

figure 1.3.13: Profile Settings: IPsec General Settings, Policy Definitions

Select the newly defined IKE- (ISAKMP) "PSK - 3DES-SHA1-DH2" and IPsec "ESP - 3DES-SHA1"
Policies from the dropdown list to apply the IKE- and IPsec Policy as shown above, and click on
Advanced IPsec Options to move to the next dialog box.
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Profile Settings Gateway B @

Advanced |Pzec Options

B aszic Settingz

Line kanagement .

IPsec General S ettings ﬁ [ IPsec Compressian

Advanced IPsec Dptions [7] Dizable DPD [Dead Peer Detection]

| dentities

IPzec Adddress Azsignment Interyal 20 Sec.
Split Tunnelin

Ezrtificate Ehgck Mumnber of retries: 8

Link, Firewall

@ Standard IPzec
(71 UDP Encapsulation

Pt 0

[]%PN Path Finder
[MCP %PM Path Finder kechnology required on the gateway]

Hep || ok || cancel

figure 1.3.14: Profile Settings: Advanced IPsec Options

Ensure that Standard IPsec is selected here (other options available here are beyond the scope of this
quick configuration guide). Click on Identities to move to the next dialog box.

-

Profile Settings  Gateway B @

|dentities

Basic Settings i
Line Management Local [dentity [IKE]

IPzec General Settings . -

Advanced IPzec Options Lope: [”j Address ]
£ 1D

IPzec Address Assignment

Split Tunneling | R
Certificate Check. re-ghared Keyp

Link. Firewall % Shared Secret: T LI LI

Confirm Secret; TITIIIIITILIL

Certifizate
configuration:

[ ] Extended Authentication (Al TH)
@ Uzer ID:
Pazzword:

from the configuration abowve

glulyl=]

. Hep || ok || Cancel

figure 1.3.15: Profile Settings: Identities

In this scenario, the gateway will not know what the IP Address is going to be, so the value is left blank.
Other IKE-ID types can be used, but are again beyond the scope of this document; please refer to the
manual for more details.

Click on IPsec Address Assignment to continue...
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Profile Settings Gateway B @

|Pzec Address Aszignment

B aszic Settingz

:_Fl'r;zgdlggzg?arrggtttings Azzignment of the Private |P Address
Advanced IPzec Options 4’-'5!53“* [manual IF address "]
| dentities

igrirmerk IP Address: 172235910

g
Certificate Check
Link, Firewall

DS A wiNS Servers

DMS Sepver: 172.23.9.250 0.0.00
’ 0000 0000

WIHS Server

D'omain Mame:

Help l | 0K | ’ Cancel

figure 1.3.16: Profile Settings: IPsec Address Assignment

Confirm the settings as entered in figure 1.2.10. Then click on Split Tunneling to move to the next dialog
box.

-

Profile Settings  Gateway B @

i i Sphit T l
Basic Settings PlIt | unneing

Line b anagement

IPzec General Settings
Advanced IPzec Options
| dentities

|Pzec Address .ﬁ.ssiinment )
Femaote Metworks Femaote [P Het Masks

Enter the remate IP nebworles the tunnel should be used for, Without
entries tunneling will ahways be uzed.

Certificate Check
Litk. Firessall 172.23.9.0 255.255.255.0

| add || Edt || Dekte |

Full Local Metwark, Enclosure kMode

| Hep |l 0K | Cancel |

figure 1.3.17: Profile Settings: Split Tunneling

Add the remote address (depending on the subnet masks defined, these can be individual host[s] or
network segment[s] that are to be reached. This is used in the Phase 2 negotiation(s) and often the
cause for configuration mistakes depending on the gateway used. In this scenario, Gateway B's LAN
segment, 172.23.9.0/24 (or netmask 255.255.255.0) is to be reached, so that can be added here as

shown above.
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Skip Certificate Check, because this scenario does not call for the use of certificates (this will be covered
in section 2.0), select the Link Firewall instead...

P "

Profile Settings  Gateway B @

Link. Firewall

B azic Sethings

Line b anagement

|Psec General Settings
Advanced IPzec Options

With the firewall active packets fram other hozts wil
be dizzarded.

| denfitiesz Stateful | o

IPsec Address Aszsignment 21ALEIUT INSRECHon.

Split Tunneling [ aff -
Certificate Check,

Link. Firewall Only Tunneling Permitted
MHetBIOS over IP

Microgaoft Dial-up Mebworking

[ | In Combination with Microsoft's BAS Dialer only Tunneling

S Permitted

| Hee || ok || Cancel

figure 1.3.18: Profile Settings: Link Firewall

Confirm the settings here as entered in figure 1.2.9. Click on OK to return to the main Profile Settings
dialog box.

P "

B Profile E=N No =

Aryailable Profiles
Eroup:
[Shl:uw all profiles v] Graup

Prafile MN.ame Communication Medium  Phone Mumber

G ateway B LAk

Add / [rmpart ] ’ Edit ] ’ Copy l ’ Delete ] ’ E wpart ]
[ Help ] ] ’ Cancel ]

figure 1.3.19: Profile Settings

Select OK to return to the monitor (the graphical user interface of the VPN Client)
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1.4 Establishing the connection

[ MCP Secure Entry Client = [=] |
ry L=

Connection Configuration Log View Help

Prafile: LCannection:

|EamwayE v|- | |

— Connection establizhed.
& SLE

Tip of the day: How to set up a 3G m
connection and a ¥YPH tunnel with only

one click.

Statighics:

Time online: 00:00:05 Timeout (sec): 59 =sec
Data (Tx) in Byte: 488 Direction: out

Data (Fx) in KByte: 1.203 Link Type: LAN
Speed (KBytel/s): 0.066 Encryption: Triple DES

figure 1.4.1: NCP Secure Entry Client Monitor

Seeing as the connection is set to be established manually, click on the Connection slider to initiate the
tunnel. A successful connection is shown in the screen shot above.

Then open a 'dos' box, and ping the internal network interface of the VPN Gateway to confirm the
connection has been successfully established. Depending on the VPN Gateway's configuration other hosts
on the Gateway B's internal LAN can be reached.

P "

BE C\Windows\system32\cmd.exe = || == @

Microsoft Windows [Uersion 6.1.76881]
Copyright <c>» 20889 Microsoft Corporation. All rights reserved.

C:v2ping 172.23.9.1

Pinging 172.23.2.1 with 32 hytes of data:c

Reply from 172.23.9.1: hytez=32 time<ims TTL=128
Reply from 172.23.9.1: hytes=32 time<imsz TTL=128
Reply from 172.23.9.1: hytez=32 time<ims TTL=128
Reply from 172.23.9.1: bhytes=32 time<imz TTL=128

Ping statistics for 172.23.97.1:
Packets: Sent = 4, Received = 4, Lost = 8 <(8x loss),

Approximate round trip times in milli—seconds:
MHinimum = Bmsz,. Maximum = Bms,. Average = Bms

(HERN

figure 1.4.2: Command Prompt: Ping response
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2. Scenario 2: Client-to-gateway with certificates

2.1. Scenario Setup

The following is a typical client-to-gateway VPN that uses PKIX certificates for authentication.

172.23.9.0/24

fmm + —ASASAA N fmm + |

| Client A |=====| Internet |=====| Gateway B |----—- |

Fom +AW \=-V-v-v-v-— BW+-——=——————~ +BL |
Dynamically assigned 22.23.24.25 172.23.9.1 |--

Figure 2.1.1: Scenario

Client A's WAN interface (AW) has the address dynamically assigned to it by the ISP. Client A will access
Gateway B's internal LAN, by means of a secure tunnel.

Gateway B connects the internal LAN 172.23.9.0/24 to the Internet. Gateway B's WAN (Internet)
interface has the address 22.23.24.25. Gateway B's LAN interface address, 172.23.9.1, can be used for
testing IPsec but is not needed for configuring Client A.

The IKE Phase 1 parameters used in Scenario 1 are:
Main mode
TripleDES
SHA-1
MODP group 2 (1024 bits)
Authentication with signatures authenticated by PKIX certificates; both Client A and Gateway B
have end-entity certificates that chain to a root authority called "Trusted Root CA"
SA lifetime of 28800 seconds (eight hours) with no kbytes rekeying

The IKE Phase 2 parameters used in Scenario 1 are:
TripleDES
SHA-1
ESP tunnel mode
MODP group 2 (1024 bits)
Perfect forward secrecy for rekeying
SA lifetime of 3600 seconds (one hour) with no kbytes rekeying

Selectors for all IP protocols, all ports, between the client and 172.23.9.0/24, using IPv4 subnets
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2.2 Installing the trusted CA certificate for Trusted Root CA

In this scenario, the client requires two certificates: one of the Certification Authority (CA) that issued the
certificates, known in this example as the "Trusted Root CA" filename: CERT_Trusted_Root_CA.pem, and
a client certificate referred to as ClientA (see section 2.3). Copy the CERT_Trusted_Root_CA.pem file
into the CaCerts subdirectory within the ncple directory. Any CA certificates placed here can be then set
to be trusted; please refer to the manual for more details.

& Downloads

¢
= Recent Places

- Libraries
3 Documents
rJ"- Music
&= Pictures

H Videos

1% Computer
&, Local Disk (C:)

&"ﬂ MNetwork

PEM File

CERT_Trusted_Root_CA.pem Date modified: 5/24,/2000 1:41 PM
Size: 1.26 KB

o -E- /s
@'\:j'| .« Program Files (x86) » MNCP » SecureClient » CaCerts - | {'Tl Search CaCerts j o) |
Organize « ] Open Burn il ':ﬂ'
¢ Eavorites MNarme Date modified Type
PR Desktop || CERT_Trusted_Root_CA.pem 5/24/2000 1:41 PM PEM File 2KB

Date created: 12/9/2010 12:06 PM

figure 2.2.1: Placing the Certificate .PEM in %PROGRAMFILES(x86)% \NCP\SecureClient\CaCerts folder
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[ ! MCP Secure Entry Client El [=] @-‘

Connection | Configuration Log View Help

Connect \] Cohhection:

)

Hotspot Logon

Connection Info

Available Cormnmunication Media

Certificates » View Issuer Certificate
Enter PIN View User Certificate
Reset PIN View Incoming Certificate
Change PIN Display CA Certificates

Exit
TTTTIEOTIITE. T oo TITeTUT e C )
Data (Tx) in Byte: 0 Direction: out
Data (Rx) in Byte: 0 Link Type: LAN
Speed (KBytess). 0,000 Encryption:

figure 2.2.2: Connection -> Certificates -> Display CA Certificates

You can view and verify the certificate by going to Connection->Certificates->Display CA Certificates.

-

[ CA Certificates ==

Subject Filenarne
¢ fC=DE /ST =Bavem/=Muermberg/0=Test/OU=Tezt/CH=M... CaCertz/CERT_Trusted...

Help ] ’ Claze
o —

figure 2.2.3: Verify CA Certificates
The green tick denotes that this Certification Authority is to be trusted.

2.3 Installing new user certificate

In the same way, place the certificate to be used to authenticate the client in a FOLDER where it can
easily be found. For the sake of this quick configuration guide, so-called soft-certificates are used. These
are encrypted files containing the user's private- and public-keys. These keys could optionally, to obtain
a higher security level be generated and stored exclusively on external devices such as smart cards or
USB cryptographic devices. These then can be accessed using the PKCS#11 interface that comes with
the Secure Client.
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Personal Information Exchange

Size: 260 KB

f= o /=)
mv| ./ ¢ Computer » Local Disk (C:) » Program Files (x86) » NCP » SecureClient » - | 3 | | Search Sec... 0O |
Organize * Install PFX = New folder =~ 0 @
Y Favorites Mame . Date modified Type Size it
BE Desktop L Arls 03-Dec-09 14:27 File folder H
4 Downloads . CaCerts 03-Dec-09 14:27 File folder
=l Recent Places . Crls 03-Dec-09 14:27 File folder
W log 16-Dec-10 16:07 File folder
) Libraries .. Prism 09-Dec-10 19:42 File folder
@ Documents .. Projectloge 22-Nowv-1013:08 File folder
J’ Music . rsudata 12-Oct-1007:25 File folder
[ Pictures . scripts 03-Dec-09 14:27 File folder
E Videos \ Tips 12-Oct-1007:25 File folder
. x04 12-0ct-10 07:25 File folder
1% Computer 4 | APM.ini 03-5ep-0913:52 Configuration settings 1KE
&, Local Disk (C:) %] BSDASIF.ODLL 11-Jan-06 17:06 Application extension 104 KB
(%) BSDMTIF.DLL 09-Jun-1012:45 Application extension 81 KB
“ﬂ MNetwork E- clientl.pl2 09-0ct-08 08:35 Personal Information Exchange 4 KB
E client2.pl2 09-0ct-08 08:35 Personal Information Exchange 4 KB
E client3.pl2 09-0ct-08 08:37 Personal Information Exchange 3KB
|[% Clienta.p12 09-Oct-08 08:37 Personal Information Exchange 3KB
|| COMMAN.DL_ 27-Jan-1012:06 DL_File 667 KB
Clienta.p12 Date modified: 09-Oct-08 08:37 Date created: 03-Dec-09 14:27

2

figure 2.3.1: Placing Client certificate

! MCP Secure Entry Client

o] & (wEs)

Log View Help

Configuration

Connection

Profile: frection:

E—
| 8

Erofiles
Firewall

Wi-Fi

Qutside Line Prefix
| Certificates

Link Options

EAP Options

Logon Options

[*,
lag

Tip of the ¢
client's fire

c tatistics: Configuration Locks

Time online: Hotspot | zec
Data (MNE  pors for VPN Path Finder

Data (Foc) in B N
Speed (KByt Profile Settings Backup  »

figure 2.3.2: Defining the certificate to use: Configuration -> Certificates...

Next step is to define which and where the certificate is to be located. We first have to create a so-called
Certificate Profile, which contains the 'pointer' to the certificate. Connection Profiles can have individual
Certificate Profiles assigned to them.
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Configuration -> Certificates brings up the following dialog box:

Certificates @
Certificate configuration
Mame Izer Certificate
Standard certificate configuration MHone
| add || Edt [ Com | Delet
’ Help ] ’ Cloze

figure 2.3.3: Defining the user's certificate

Click Add to create a certificate profile as shown below.

[ Certificates @

Marme: Certificate Profile

User Certificate | PIN Policy | Certiicate Renewal

Certificate: [nu:une -

nane
fram srmartcard

from PECSH1Z file
from PKCSH11 module g
CSP User Certificate Stare

Hep || ok || cancel

figure 2.3.4: Defining the (soft) user certificate to use

Select from PKCS#12 File, to set the use of 'soft certificates'. Then the appropriate path and file name
are to be filled in where the certificate is located.
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-

[ Certificates @

Hame: Certificate Profile

User Certificate | PIM Palicy | Certificate B enewal

Certiicate: | from PKCSH12 file -
Celect Certificate: 1
PKCSH12 Filename: Files [#861%HCP “SecureClient\Clhentd, p12 E]

[] Enable Certificate 5 election

Certifizate Path:;

[] PIN Request at each Connection

Help l | (] | [ Cancel

figure 2.3.5: Defining the user's certificate

We've now configured a certificate profile. Next step is to define a connection profile which will refer to
this certificate profile.

2.4 Using the Profile Wizard

You can either use the wizard as outlined in this section (and similar to section 1.2), or modify an existing
profile as in section 2.5.
Click Add / Import to create a configuration / connection profile from scratch using a wizard.
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Mew Profile Wizard [ == |

Connection Type

Define type of connection m

@ Link to Corporate Network Using IPzec

Create a link to the corparate netwaork, over a wvirtual private network; [VPM ] zecured by
IPzec.

Link to the Internet

Create a connection ta the Intemet [no WERM].

Profile Import
Impart a configuration file you may already have [Fini, * pof, * wgs, *wae, * spd].

< Back Mext » l | Cancel

figure 2.4.1: New Profile Wizard: Connection Type

Select Link to Corporate Network using IPsec to create a profile with the parameters needed to establish
a connection to the VPN Gateway Gateway B as illustrated in Figure 1.1.1. Click Next >.

-

New Profile Wizard ==

Profile Hame

Enter the profile narne of the connection m

The connection may be given a descriptive name, up to 39 alphanumeric characters
long. Enter the name in the following field.

‘ﬁ Prafile Mame:
Gateway B with Certificate

¢ Back || M et > | | Cancel

figure 2.4.2: New Profile Wizard: Profile Name
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Several profiles can be created and each given different name. In this example, this profile is created
and given the name Gateway B with Certificate.

Click Next >.
New Profile Wizard ==
Communication Medium
Select the media type of the connection. m

Determine how the connection to the corporate network, zhould be establizhed. [F the internet iz
to be uzed via modem, zet the communication media to "modem' and then select the
appropriate modernm,

L Communication Media: LAM [over IF] ']

autornatic media detection

LAk Jover [P |
Wfi-Fi

GFRS /3G

#D5SL [FPPoE]

«DSL [FPP awer CAPI)
FFTP

ISDM

kMadem

external Dialer

< Back H Mext » l ’ Cancel

figure 2.4.3: New Profile Wizard: Communication Media

The NCP Secure Entry Client supports different media types; the integrated dialer for example, can be
used to establish a connection to the ISP with a modem (if available to the system) prior to building the
VPN Tunnel. In this example, select LAN (over IP).

Click Next >.
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New Profile Wizard ==

¥PMW Gateway Parameters
To which WP gateway should the connection be m
establizhed?

Enter the DMS name [i.e. vpheerserdomain.com] ar the official [P addresz [ie. 212.10.17.29] of
the %P gateway you want to connect to.

Ilzing E stended Authentication [=AUTH] vou can enter the uzer 1D and pazsward far the
authentication. If no authentication data are entered they will be requested when eztablizhing the
connechion,

@ Gateway [Tunnel Endpoint]:
22232425
Extended Authentication AL TH]

Q Uzer D

Pazzwiord: Paszward [canfirm]:

¢ Back || M et > | | Cancel

figure 2.4.4: New Profile Wizard: VPN Gateway Parameters

Enter in the gateway's IP address or DNS name. (If the VPN Gateway supports extended authentication

(XAUTH) then enter in the appropriate Username and Password.) Click Next >.

New Profile Wizard ==
IPzec Configuration
Configure the basic IPzec parameters m

The bazic |IPsec parameters can be specified here. The |Pzec negotiations will uze "autamatic
mode'' which are pre-defined [default] propozals.

[ the event that uniquely defined [EE- / IPzec policies are to be used, these can then be
defined and azsigned wzing the policy editar under |Psec General Settings.

‘ﬁ Exchange Mode:
| rnain rode - |
PFS Group:
| DH-Gioup 2 (1024 Bil -

|Pzec Compression

¢ Back || Mext » || Cancel

-

figure 2.4.5: New Profile Wizard: IPsec Configuration
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This example will use main mode and Perfect Forward Secrecy seamless re-keying, employing DH-
Group2 (1024 Bit) as indicated in section 1.0. Click Next >.

-

New Profile Wizard ==
Pre-shared Key
Common Secret for Data Encryption m

& shared zecret or pre-zhared key iz uged to encrypt the connection. Thiz then needs to be
identically configured on bath zides WPM client and YPR gateway].

Enter the appropriate walue for the IKE 1D according to the selected |D type.

{(J% Pre-shared Key
Shared Secret; Confirm Secret;

Local [dentity [IKE]

Type: l.ﬁ.SN'I Distinguished Mame -

< Back ” Mext » ‘l Cancel

figure 2.4.6: New Profile Wizard: Pre-shared Keys / Local Identity

In this scenario, a certificate is used. The ASN1 Distinguished Name can taken from the certificate (see
section 2.1) as shown in the above example.
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New Profile Wizard ==

IPzec Configuration - IP Addresses
Azzigning the [P addrezs to the client m

Specify which |P addrezs the client iz going to use. By zelecting 'Uze IKE Config Mode" the
client's |P addrezs iz denamically azsigned by the WPN gateway.

Furthermore, defing where the DNS A WINS zervers [if used] can be found.

IP Address Assigrment
B |ManualIF dddess -

1P Address:
17223910
DMS A 'WINS Servers
DOMS Server: WINS Server:
172239250 0.0.00

¢ Back H Mext » l| Cancel

figure 2.4.7: New Profile Wizard: IPsec Configuration - IP addresses

In this example the VPN Gateway will designate a virtual IP address to the incoming VPN connection. The
NCP Secure Entry client supports three options, manual IP address assignment, IKE-Config Mode, or
using the IP address assigned to the physical network interface ("AW": see figure 1.1.1). In this
example, one assumes that the IP address and the appropriate subnet mask is manually assigned to the
client.

Click Next > to continue.
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@ Firewall

Stateful Inzpection:

Mew Profile Wizard

Firewall Settings
Select and enable different firewall features

[

Enable the desired firewall optionz.  Enabling Stateful [nzpection will dizcard packets from other
hosts, Dptionally, HetBI0S over IP can alzo be enabled.

aff

Only communication within the tunnel permitted

MetBIOS over P

¢Back ||

Finizh l [ Cancel

figure 2.4.8: New Profile Wizard: Firewall settings

Stateful inspection can be enabled when this specific link has been selected to provide protection against
attacks from i.e. the local LAN (this overrides settings from the personal firewall: see Configuration |
Firewall settings for more details/configuration options). Click Finish to save the setting to this profile.

2.5 Checking/Modifying the Configuration

! MCP Secure Entry Client

Tip of the ¢
clients fire

Statistics:
Time online:
Data (Tx)in B
Data (R} in g

Speed (KByt

| hiection:
»

Connection | Configuration | Log View Help
Profile: | Profiles
| Gateway B Firewall
Wi-Fi
Qutside Line Prefix
‘____, Certificates
Link Options
EAP Options

Logon Options
Configuration Locks
Hotspot

Proxy for VPN Path Finder

[} zec

Profile Settings Backup

figure 2.5.1: Configuration -> Profiles
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Open the Profile to modify the parameters to define the specific IKE and IPsec proposals as specified in

section 2.1.

P

® Profile

Available Profiles

Group:

(o] & (eSa)

[ Show all prafiles - ] [Eroup

Prafile M.ame Communication Medium  Phone Mumber
Gateway B with Certificate LA
Add / [rpart E dit ’ Copy l ’ Delete ] ’ E spart ]
[ Help ] ’ k. ] ’ Cancel

figure 2.5.2: Profile Settings

Either double click on the profile Gateway B with Certificate that is going to be modified, or select the

profile and then click on Edit.

Profile Settings  Gateway B with Certificate

B aszic Settings

zic Settings
Line kM anagement - . i
|Psec General Settings jeg ) Erafile: Name:
Advanced IPsec Options : G ateway B with Certificate
| dentities _
|Pzec Address Aszignment Connection Type

Split Tunneling
Certificate Check
Link. Fireswall Internet Connection without %WFH

@ WP Connection ta |Pzec Gateway

Communication b edium

(5]

| L&N [over IF)

Prafile for &utomatic Media Detection

[ Default Profile after System Feboot

Ilze "Windows Dial-up Metwarking:
nEser

Hep || ok

Cancel

figure 2.5.3: Profile Settings: Basic Settings

Review the parameters and ensure they are correct. Select Line Management to continue...
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B azic 5ettingz

|Pzec General Settings
Advanced IPzec Options
|dentities

|Pzec Address Aszignment
Split Tunneling

Certificate Check

Link. Fireswall

Profile Settings  Gateway B with Certificate

Line Management

Connection kode:; I manal
|nactivity Timeout [sec): 300
Frioritize Yoice over [P [MolF) &l

ISDM kultilink

= BFF Multiink: off
Multilink: Threshold: 1] %

Pre-authentication
R equired Authentication before YPH Connect

[ EAP Awthentication
[TTHTTP Authertication

| Hep [ ok

Cancel

figure 2.5.4: Profile Settings: Line Management

The Connection Mode can be set to connect automatically, meaning that any time a packet is destined for
Gateway B's LAN, the VPN Tunnel can automatically be established. In this example however, one

manually establishes the connection. The Inactivity Timeout is set to 300 seconds. Select IPsec General
Settings to continue...

P

Profile Settings  Gateway B with Certificate

B azic Settings
Line b anagement

IPzec General Settings
Advanced IPzec Options

| dentities

IPsec Address Aszsignment
Split Tunneling

Certificate Check,

Link, Firewaall

IPzec General Settings

Gateway [Tunnel Endpaint]:

-,

==

22.23.24.25

Folicies
@ |KE Policy: Iautnmatic mode v]
|Pzec Policy: Iaut-:umatic mode v]
Exch. Mode: Imain mode v]
FFS Group: | DH-Group 2 (1024 Bil -|
| Pulicy Lifetimes,. || Policy Editor... |

Help ‘ l k. ‘ I Cancel

figure 2.5.5: Profile Settings: IPsec General Settings: Policy Lifetimes

When automatic mode is selected for both the IKE (Phase 1) and IPsec (Phase 2) Policies, the client will
transmit a range of different commonly used proposals and the VPN Gateway can then select one to use
for the connection. However, in this example, both the IKE and IPsec policies have been specifically

defined in section 2.1; so select Policy Lifetimes...
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Policy Lifetimes ==

Pleaze enter the life time far the walidity of the [Pzec secure policies.

IKE Palicy
Life Time [days:hrs:mirzec); Q00:02:00:00
IPzec Policy
Life Type:
Life Time [days:hrz:mir:zec): Q00: 07 :00:00
kBytes: A0000

’ Help l | (] | ’ Cancel

figure 2.5.6: Policy Lifetimes

The duration for the IKE Policy (SA lifetime) has been set to 8 hours (28800 seconds), and the IPsec
Policy (SA) lifetime is limited to 1 hour (3600 seconds). Click OK to return to define the Proposals...

Profile Settings  Gateway B with Certificate

IPzec General Settings

B azic Settingz

Line kanag t .
Advanced IPsec Options 22.23.24.25

(=]

| dentitiez

|Pzec Address Aszignment o

Spiit Tunneling Puolicies

Eiirlilfllrlzi?;i.alzllhec:k @ |KE Palicy: [autnmatic mode T]
|Pzec Palicy: [autnmatic mode v]
Exch. Mode: [main mode v]
PFS Group: | DH-Group 2 (1024 BiY v

[ Folicy Litetimes ... H

Policy Editor .. |

L

Hep || ok

|| Ccancel |

-

figure 2.5.7: Profile Settings: IPsec General Settings: Policy Editor

Select the Policy Editor... to define specific proposals to be used in this connection as lined out in section

2.1.
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IPsec Configuration @
|Psec Configuration

?ﬁ IKE Palicy
LT IPzec Paolicy

Edit Copy Delete

Help ] ’ Cloze

figure 2.5.8: Proposal Definitions: IKE Policy

First select IKE Policy and click on Add to define a new IKE Policy (Phase 1 parameters) to be used.

-

IKE Policy =

M ame: RSa - 3DES-SHAT-DHZ

Authentication E ncryption Hazh DH Group

RSA-Signature Trple DES SHA DH-Group 2 [1024 Bit]
Authenticatiaon: [ RSA-Signature - ] Add
Encryption: [ Trple DES - ] Bemave
Hash: | 5HA, -|
DH Group: | DH-Group 2 (1024 Bit - |

’ Help ] [ k. ] ’ Cancel

figure 2.5.9: Defining an IKE Policy

Simply select the parameters for this proposal. Several proposals may be grouped together under the
name, but for the purpose of this example, only one proposal is defined. Select RSA-Signature for the
IKE mode, Triple DES (168bit 3DES) for the encryption algorithm to be used, SHA (160bit SHA-1) for the
authentication algorithm, and finally DH-Group 2 (1024 Bit) for the key exchange protocol.

Click OK to return to the previous dialog box.
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P =

IPsec Configuration @

|Psec Configuration

4 ?ﬁ IKE Palicy
LT RSA - SDES-SHAT-DHZ
L BT |IPzec Paolicy

Edit Copy Delete

Help ] ’ Cloze

figure 2.5.10: Proposal Definitions: IPsec Policy

In the same way, select IPsec Policy and click on Add to define the IPsec proposal (Phase 2 parameters).

-

IPsec Policy @

Mame: ESP -- 3DES-5HAT

Pratocal Enciyption Authentication

ESP Triple DES SHA
Protocol; ESF Add
Encryption [ Triple DES v] Femove
Authentication; [ SHA - ]

[ Help ] | ()4 | ’ Cancel

figure 2.5.11: Defining an IPsec Policy

Simply select the parameters for this policy: ESP tunnel mode, Triple DES (168bit 3DES-CBC) for
encryption algorithm and SHA (SHA-1 160 Bit) for the authentication code/hash algorithm.

Click OK to continue...
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P =

IPsec Configuration @

|Psec Configuration

4 ?ﬁ IKE Palicy
. L% RSA - 3DES-SHATDHZ
4 4T IPzec Palicy

Add Edit Copy Delete

Help Cloze

figure 2.5.12: IPsec/IKE (ISAKMP) parameters defined

Click on Close to save the proposals created, and return to the Profile Settings | IPsec General Settings
dialog box.

Profile Settings  Gateway B with Certificate @

Basic Settings IPzec General Settings

Line Manag i .

Advanced IPsec Options 22.23.24.25

| dentitiez

|Pzec Address Aszignment o

Split Tunneling Puolicies

Certificate Check - -

coeats @ IKE Policy: | RS& - 3DES-5HA1-DH2 |
Psec Policy: | ESP - 3DES-5HAT -
Exch. Mode: [main mode v]
PFS Group: | DH-Group 2 (1024 BiY v

| Policy Lifetimes .. || Policy Editor.. |
Help ] | ] | ’ Cancel

figure 2.5.13: Profile Settings: IPsec General Settings, Policy Definitions

Select the newly defined IKE- (ISAKMP) "RSA - 3DES-SHA1-DH2" and IPsec- "ESP - 3DES-SHA1"
Policies from the dropdown list to apply the IKE- and IPsec Policy as shown above, and click on
Advanced IPsec Options to move to the next dialog box.
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Profile Settings  Gateway B with Certificate @
Advanced IPzec Options

B azic Settingz

Line kanagement .

IPsec General Settings ﬁ [ JIPs=c Compression

Advanced |Psec Dptians [ Digable DFD [Dead Peer Detection]

|dentities

IPzec Adddress Aszsignment Ity al: 20 Sec.
Split Tunnelin

Egrtificate Ehgn:k Mumber of retries: 8

Link, Firewall

@ Standard IPzec
() UDP Encapsulation

Part: 0

[]WPM Path Finder
[MCP %PM Path Finder techinalogy required on the gateway]

Hep || ok || Cancel

figure 2.5.14: Profile Settings: IPsec Advanced IPsec Options

Ensure that Standard IPsec is selected here (other options available here are beyond the scope of this
quick configuration guide).

Then click on Identities to move to the next dialog box.

P "

Profile Settings  Gateway B with Certificate @

|dentities

Basic Settings ;
Lire Management Lozal [dentity [[EE]
|Psec General Settings

A5MT Digtinguizhed M -
Advanced IPzec Dﬁtians linguisned ame ]
IPsec Address Aszsignment
Split Tunneling ’
Certificate Check, ] Pre-shared Key
Lirik. Firewwall %% Shared Secret;
Confirm Secret;
Certificate - y
configuration; [Eertlflcate Prafile - ]
none

|| Extended Authentication [+ Standard certificate configuration

$ Uzer ID: Certificate Profile

Pazzword:

from the configuration above

’ Help ] [ ]S ] ’ Cancel

figure 2.5.15: Profile Settings: Identities

In this scenario, the IKE-ID type is taken from the certificate, in the form of the ASN1 Distinguished
Name. Other IKE-ID types can be used, but are beyond the scope of this document; please refer to the
manual for more details.

Remember to also select and apply the Certificate Profile created earlier which points to the certificate to
be used for authentication purposes. Then click on IP Address Assignment to continue...
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Profile Settings  Gateway B with Certificate @

|Pzec Address Assignment

B azic Settingz

:_I'-I'gzgdlggzg?arrggtttings Azzignment of the Private [P Address
Advanced IPzec Options 4’-3!#* [manual IF addresz T]
| dentities

igrirmerk IP &ddress: 172.23.9.10

d
Certificate Check
Link, Firewall

DMS / WiINS Servers

DMS Server 172.23.9.280 0.0.0.0
WS Server: 0000 0000

Dramain Marme:

Help ] | ] | ’ Cancel

figure 2.5.16: Profile Settings: IPsec Address Assignment

Confirm the settings as entered in figure 1.2.8. Then click on Split Tunneling to move to the next dialog
box.

-,

Profile Settings  Gateway B with Certificate @

o et Split Tunmel
Basic Settings pit Tunteling

Line b anagement

IPzec General Settings
Advanced IPzec Options
| dentities

|Pzec Address .ﬁ.ssiinment
Femote Metworks Femate [P Het Masks

Enter the remate |P nebworks the tunnel should be used for, Without
entries tunneling will alwayz: be used.

Certificate Check
Litk. Firesaall 172.23.9.0 255, 255.255.0

. aad || Edt || Deete |

Full Local Metwark, Enclozure kode

T T

figure 2.5.17: Profile Settings: Split Tunneling

Add the remote address (depending on the subnet masks defined, these can be individual host[s] or
network segment[s] that are to be reached. This is used in the Phase 2 negotiation(s) and often the
cause for configuration mistakes depending on the gateway used. In this scenario, Gateway B's LAN
segment, 172.23.9.0/24 (or netmask 255.255.255.0) is to be reached, so that can be added here as
shown above.

Click Certificate Check to continue...
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Profile Settings  Gateway B with Certificate @
Certificate Check

B azic Settingz

Line kanagement

|Pzec General Settings
Advanced IPzec Options
| dentitiez

Incoming Certificate’s Subject

|Psec Address Assignment |nzoming Certificate's |ssuer
Split Tunneling

Certificate Check

Link Firewal |zzuer's Certifizate Eingerprint

[ Use SHAT Fingerprint

Hep || ok || Cancel

figure 2.5.18: Profile Settings: Certificate Check

Additional security can be applied by entering the appropriate values here that will then be compared to
the values in the certificate presented by the VPN gateway. In other words, additional checks are done
on the certificate that the Gateway B presents when establishing a connection. See the manual for more
details.

P "

Profile Settings  Gateway B with Certificate @

Link Firewall

B azic Settings

Line b anagement

|Psec General Settings
Advanced IPzec Options

With the firewall active packets fram other hozts wil
be dizzarded.

| denfitiesz Stateful | o

IPsec Address Aszsignment 21ALEIUT INSRECHon.

Split Tunneling [ aff -
Certificate Check,

Link. Firewall Only Tunneling Permitted
MHetBIOS over IP

Microgaoft Dial-up Mebworking

[ | In Combination with Microsoft's BAS Dialer only Tunneling

S Permitted

| Hep || ok || Caneel

figure 2.5.19: Profile Settings: Link Firewall

Confirm the settings here as entered in figure 2.4.8. Click on OK to return to the main Profile Settings
dialog box.
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-

B Profile E=N Eol =

Arwailable Profiles
Eroup:
[Shuw all profiles v] Group

Prafile MN.ame Communication Medium  Phone Mumber

[ ateway B with Certifizate LAk

Add / Irmpart ] ’ Edit ] ’ Copy l ’ Delete ] ’ E spart ]
[ Help ] k. ’ Cancel ]

figure 2.5.20: Profile Settings

Select OK to return to the monitor (the graphical user interface of the VPN Client)

2.6 Establishing the connection

[ ! MCP Secure Entry Client E =] @

Connection Configuration Log View Help

Ernfile: LConnection;

[Gatewa_l,l B with Certificate "] [ P ﬁ
bz

8 B

N @8Le

Tip of the day: How to zet up a 3G m
connection and a ¥YPH tunnel with only

one click.

Statistics:

Time onling: 0000 00 Timeout (zec): 0 =zec
Data (Tx) in Byte: 0 Direction: -

Data (Fx) in Byte: 0 Link Type: LAN
Speed (KBytess): 0,000 Encryption:

figure 2.6.1: Profile Secure Entry Client Monitor

Seeing as the connection is set to be established manually, click on the Connection slider to initiate the
tunnel.
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A certificate has been defined to be used to authenticate the user, so a dialog prompting for the PIN

(passphrase) to enable the use of the private key within the PKCS#12 to be used will be shown. This is
required to establish a connection.

[ Enter PIN ==

Fleaze enter the PIM of vour certificatel

-

PIM : [TTTITTTIY]

Ok | ’ Cancel

figure 2.6.2: Enter PIN

Enter the passphrase/PIN and then click on OK to continue...
The client will now proceed to build up the connection. When the connection has successfully been

established, this is shown by the bar turning green and the different items denoting the different stages
within the negotiation to create the tunnel are also green.

[ # NCP Secure Entry Client = |
A ry ==

Connection Configuration Log View Help

Prafile; LConnection;

[Gatewa_l,l B with Certificate v] |? |
| S

Connection establizhed.

N @S

Tip of the day: How to hide the HCP m
client s monitor at spstem startup.

Statistics:

Time onling: 00:00:05 Timeout (zec): 100 =sec
Data (Tx) in Byte: 556 Direction: out

Data (Fx) in KByte: 1.203 Link Type: LAN

Speed (KBytefs).  0.0656 Encryption: Triple DES

figure 2.6.3: Established connection

Then open a dos box, and ping the internal network interface of the VPN Gateway to confirm the

connection has been successfully established. Depending on the VPN Gateway's configuration other hosts
on the Gateway B's internal LAN can be reached
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- )

B C\Windows\system32crmd. exe == @

Microsoft Windows [Uersion 6.1.76HA1
Copyright <c>» 2089 Microsoft Corporation. A1l rights reserved.

C:vping 172.23.2.1

Pinging 172.23.2.1 with 32 hytes of data:

Reply from 172.23.9.1: hytes=32 time<imsz TTL=128
Reply from 172.23.9.1: hytez=32 time<ims TTL=128
Reply from 172.23.9.1: hytes=32 time<imsz TTL=128
Reply from 172.23.9.1: hytez=32 time<{imsz TTL=128

Ping statistics for 172.23.7.1:
Packets: Sent = 4, Received = 4, Lost = @ (B loss),

Approximate round trip times in milli-seconds:
MHinimum = Bmz, Maximum = Bms, Average = Bms

H-RY

figure 2.6.4: Command Prompt: Ping response

2.7 Verifying the defined certificate

In order to verify that the certificate has correctly been located and loaded, please go to Connection ->
Enter PIN

[ Enter PIN ==

Fleaze enter the PIM of your certificatel

-

PIM - AR EEE

E ok ﬂ| LCancel

figure 2.7.1: Entering PIN to open user certificate

Enter the PIN, and this then allows you to view the client certificate in Connection -> Certificates ->
View Client Certificate.

NOTE: If this option is not available, then one may not have defined (or selected) a connection profile
that requires certificates, or has a certificate profile associated with it; see fig. 2.5.15
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[ ! MCP Secure Entry Client El [=] @ﬁ

Connection | Configuration Log View Help

Connect \] Connection:

[ pon

Hotspot Logon

Connection Info

Available Cormnmunication Media

Certificates L View [ssuer Certificate
Enter PIN View User Certificate
Reset PIN View Incoming Certificate
Change PIN Display CA Certificates

Exit
TTTTIEOTITE. T oo T TOT Tee ) 0 sec
Data (Tx) in Byte: 0 Direction: out
Data (Rx) in Byte: 0 Link Type: LAN
Speed (KBytess). 0,000 Encryption:

figure 2.7.2: Connection -> Certificates -> View Client Certificate

Uszer Certificate @

Gereral | Estensions

Subject; Certification Authority:

CH=Clignta, C=DE
emailtddrezs=client&@ncp-e.com ST=Bayem

OU=Test O=NCP

O=rHCF CH=Trusted_Root_CA
L=Muemberg

ST=Bapemn

C=DE

Sernial Murnber: 00: 00:00:m
W alid Fram: Oct 2 2010 00:00:00 GMT bor Oct 12013 225359 GMT
Fingerprint [MD5): 9E:E4:7C.CO2F: 75:51:EF:AC.D5:33:1B:F3:1B:E1:08

Help || EmEM

figure 2.7.3: Verify user certificate

If there is any problem this will be highlighted in bright red. The example above shows a client certificate
generated by the Trusted_Root_CA used in this example.
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