Overview: Features NCP Secure Clients

SECURE COMMUNICATIONS M

Product NCP Secure Client - NCP Secure Entry Client NCP Secure Enterprise
Juniper Edition Client

Features VPN Client VPN Client Suite VPN Client Suite

Limited—term licences v v v

Software-Activation v v -

Windows 7 (32/64 Bit), Windows Vista (32/64 Bit), Windows XP (32/64 Bit chuﬁi‘;gﬁrg clent- | NG S(GVCV‘;:ZZEIQE)V Client | NCP Sec‘(‘\;\fif;z‘/egg)”se Client

Windows CE (3.0, 4.2, 5.0), Windows CE.NET, Pocket PC ; . NCP Sec“rgngme’p”se CE

Symbian OS S60 3rd Edition ; NCP Secur&iEGr;ttry Symbian NCPsiﬁ]cl;Ji; Iér;it;ar:;t)rlse

Mac OS X 10.5 Leopard (Intel) and 10.6 Snow Leopard - NCP Secure Entry Mac Client NCP Securtéllir:]tterpnse Mac

Linux: kernel version 2.4.10 (et al. SUSE 9.3 kernel version 2.611.4-20a, SuSE 10.0 ) NCP Secure Enterprise Linux

kernel version 2.6.13-15, Fedora Core3 kernel version 2.6.9-1.667) Client

Intuitive Graphical User Interface v v v

IPsec-Tunneling v v v

NAT-T, XAUTH, IKECFG v v v

Compatibility to VPN gateways from other vendors only Juniper v v

Overlapping Networks v v v

FIPS Inside v v v

Encryption (3DES, Blowfish, AES) v v v

Certificate supportin a PKI (soft certificate PKCS#12, Smartcard PKCS#11, USB,

SD Cards) Support of One-Time-Password-Tokens (OTP) v v v

e.g. RSA, OTP-Mobile

Supported Media types: Modem, ISDN, GSM, (HSCSD), GPRS, UMTS, (HSDPA), v v v

WiFi, xDSL, LAN

Multi certificate support v v v

Support of RSA SecurlD soft tokens v v v

Additional customer specific logo in the Client Monitor v v v

e : ‘

Friendly Net Detection (FND) - v v

NCP-Dialer for Modem, ISDN, WiFi, xDSL, LAN, Internet, GSM (HSCSD), GPRS, v v

UMTS (HSDPA)

Easy domain logon (pre domain login) - v v

NCP VPN Path Finder technology (Fallback IPsec / HTTPS) ) - v v

Automatic media type detection - v v

Sort Hold Mode - no connection loss at dead spots

Integrated WiFi support - v v

WiFi Roaming" no connection loss while changing access points - v v

IPsec Roaming - no connection loss while changing IP address - v v

WISPr (Wireless Internet Service Provider roaming) - v v

Budget Manager (Administration connection time and/or volume for GPRS/3G and : v v

WiFi; with GPRS/3G separated administration for ,Roaming” abroad)

Automatic Hotspot Sign on - v v

Graphical User Interface (German G, English EN, French FR) GIEN G/EN/FR G/EN/FR

Integrated support for Mobile Connect Cards, additional icons on the monitor: v v

field intensity, provider and network

Local parameter locks v R

parameter locks — centrally administration with SEM* -

Import of configurations via ASCII-file *.ini, *.spd *ini, *.pcf, *.wge, *.spd *

Central management via SEM* - v

Network Access Control via SEM* - v

glrge’aEe client configuration and certificates, central, automatically and roll out via ) v

Automatic updates of NCP-Software, configuration with SEM* - v

Management of certificates (create, distribute, revocate) via SEM* - v
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