Configuration Guide NCP

NCP Remote Access VPN Client for Juniper SRX seeune commmcaons B

IKEv2 EAP-MD5

IKEv2 with user authentication requires the use of certificates. You can use the NCP demo certificates to
establish a VPN connection.

IKEv2 requires EAP for user authentication. SRX cannot act as EAP server. For IKEv2 EAP an external RADIUS
server MUST do the EAP authentication. SRX will act as a pass-through authenticator relaying EAP messages
between the VPN client and RADIUS server.

You can use the NCP Secure Enterprise Management Server as a RADIUS server to authenticate users.

EAP requires a PKI. You can use the NCP demo certificates (public/private key pair) to test the connection.

Configure SRX for IKEv2 EAP-MD5 and PKI (Certificates)

CLI Quick Configuration

set security policies default-policy permit-all

set interfaces st0 unit 0 family inet address 172.16.10.200/24

set security zones security-zone internet interfaces st0.0 host-inbound-traffic system-services all
set security zones security-zone internet interfaces st0.0 host-inbound-traffic protocols all
set security pki ca-profile NCP_CA ca-identity ncp.juniper.net

set security pki ca-profile NCP_CA revocation-check disable

set security ike proposal IKE_PROP authentication-method rsa-signatures

set security ike proposal IKE_PROP dh-group group19

set security ike proposal IKE_PROP encryption-algorithm aes-256-gcm

set security ike proposal IKE_PROP lifetime-seconds 10000

set security ike policy IKE_POL proposals IKE_PROP

set security ike policy IKE_POL certificate local-certificate NCP_CA

set security ike gateway RAVPN_GW ike-policy IKE_POL

set security ike gateway RAVPN_GW dynamic hostname ncp.juniper.net

set security ike gateway RAVPN_GW dynamic user-at-hostname test@ncp.juniper.net

set security ike gateway RAVPN_GW dynamic connections-limit 100

set security ike gateway RAVPN_GW dynamic ike-user-type group-ike-id

set security ike gateway RAVPN_GW local-identity distinguished-name
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set security ike gateway RAVPN_GW external-interface ge-0/0/0

set security ike gateway RAVPN_GW aaa access-profile radius

set security ike gateway RAVPN_GW version v2-only

set security ipsec proposal IPSEC_PROP protocol esp

set security ipsec proposal IPSEC_PROP encryption-algorithm aes-256-gcm
set security ipsec proposal IPSEC_PROP lifetime-seconds 3600

set security ipsec policy IPSEC_POL perfect-forward-secrecy keys group19
set security ipsec policy IPSEC_POL proposals IPSEC_PROP

set security ipsec vpn RAVPN_VPN bind-interface st0.0

set security ipsec vpn RAVPN_VPN ike gateway RAVPN_GW

set security ipsec vpn RAVPN_VPN ike ipsec-policy IPSEC_POL

set security ipsec vpn RAVPN_VPN traffic-selector TS1 local-ip 0.0.0.0/0
set security ipsec vpn RAVPN_VPN traffic-selector TS1 remote-ip 0.0.0.0/0
set access profile radius authentication-order radius

set access profile radius radius-server 10.20.46.235 port 1812

set access profile radius address-assignment pool NCP_POOL

set access profile radius radius-server 10.20.46.235 secret "12345678"

set access address-assignment pool NCP_POOL family inet network 172.16.10.0/24

NC?

SECURE COMMUNICATIONS W

set access address-assignment pool NCP_POOL family inet xauth-attributes primary-dns 172.16.10.10/32
set access address-assignment pool NCP_POOL family inet xauth-attributes primary-wins 172.16.10.20/32

set security ike gateway RAVPN_GW tcp-encap-profile NCP
set security tcp-encap profile NCP
commit

request security pki local-certificate load filename ncpvpngwl.pem key ncpvpngw1.key certificate-id NCP_CA

request security pki ca-certificate load ca-profile NCP_CA filename ncpdemocala.crt
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NCP Remote Access VPN Client for Juniper SRX

Step-by-step Procedure

1) Define tunnel interface and policies
set security policies default-policy permit-all
set interfaces st0 unit 0 family inet address 172.16.10.200/24

set security zones security-zone internet interfaces st0.0 host-inbound-traffic system-services all

set security zones security-zone internet interfaces st0.0 host-inbound-traffic protocols all

2) Create CA profile
set security pki ca-profile NCP_CA ca-identity ncp.juniper.net
set security pki ca-profile NCP_CA revocation-check disable

3) Create IKE proposals (policies)

set security ike proposal IKE_PROP authentication-method rsa-signatures
set security ike proposal IKE_PROP dh-group group19

set security ike proposal IKE_PROP encryption-algorithm aes-256-gcm
set security ike proposal IKE_PROP lifetime-seconds 10000

set security ike policy IKE_POL proposals IKE_PROP

set security ike policy IKE_POL certificate local-certificate NCP_CA

4) Create IKE gateway

set security ike gateway RAVPN_GW ike-policy IKE_POL

set security ike gateway RAVPN_GW dynamic hostname ncp.juniper.net

set security ike gateway RAVPN_GW dynamic user-at-hostname test@ncp.juniper.net
set security ike gateway RAVPN_GW dynamic connections-limit 100

set security ike gateway RAVPN_GW dynamic ike-user-type group-ike-id

set security ike gateway RAVPN_GW local-identity distinguished-name

set security ike gateway RAVPN_GW external-interface ge-0/0/0

set security ike gateway RAVPN_GW aaa access-profile radius

set security ike gateway RAVPN_GW version v2-only
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5) Create IPsec proposal (policy)

set security ipsec proposal IPSEC_PROP protocol esp

set security ipsec proposal IPSEC_PROP encryption-algorithm aes-256-gcm
set security ipsec proposal IPSEC_PROP lifetime-seconds 3600

set security ipsec policy IPSEC_POL perfect-forward-secrecy keys group19
set security ipsec policy IPSEC_POL proposals IPSEC_PROP

6) Define VPN interface and routing information

set security ipsec vpn RAVPN_VPN bind-interface st0.0

set security ipsec vpn RAVPN_VPN ike gateway RAVPN_GW

set security ipsec vpn RAVPN_VPN ike ipsec-policy IPSEC_POL

set security ipsec vpn RAVPN_VPN traffic-selector TS1 local-ip 0.0.0.0/0
set security ipsec vpn RAVPN_VPN traffic-selector TS1 remote-ip 0.0.0.0/0

7) Create access profile for RADIUS server

set access profile radius authentication-order radius

set access profile radius radius-server 10.20.46.234 port 1812

set access profile radius address-assignment pool NCP_POOL

set access profile radius radius-server 10.20.46.234 secret "12345678"

8) Create IP address pool for Remote Access Users

set access address-assignment pool NCP_POOL family inet network 172.16.10.0/24

set access address-assignment pool NCP_POOL family inet xauth-attributes primary-dns 172.16.10.10/32
set access address-assignment pool NCP_POOL family inet xauth-attributes primary-wins 172.16.10.20/32

9) Enable NCP Path Finder Technology (TCP encapsulation)
set security ike gateway RAVPN_GW tcp-encap-profile NCP
set security tcp-encap profile NCP

10) Commit changes
commit
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11) Import/load certificates

Use SCP to copy certificates to the SRX in /cf/root/

request security pki local-certificate load filename ncpvpngwl.pem key ncpvpngw1.key certificate-id NCP_CA
request security pki ca-certificate load ca-profile NCP_CA filename ncpdemocala.crt
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Configure NCP Exclusive Remote Access Client for Windows

Create new Connection Profile (Configuration — Profiles)

B profiles — O >

Available Profiles

Group:
Show all profiles w Group
Profile Name - Communication Medium Autom. M... Default

Add Edit Copy Delete

Help oK Cancel

Click on “Add” to create a new Connection Profile
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. N SECURE COMMUNICATIONS M
Client for Juniper SRX

New Profile Wizard x

Basic Settings
Define the Connection Type
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. N SECURE COMMUNICATIONS M
Client for Juniper SRX

New Profile Wizard x

Profile Name
Enter the name of the profile n

SRX IKEv2 EAP-MDS
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Client for Juniper SRX

New Profile Wizard x

Communication Medium
Select the Media Type
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New Profile Wizard x ‘

VPN Gateway Parameters
To which VPN server should the connection be established? “

Enter the DNS name (e.g. vpnserver.domain.com]) or the official IP address (e.qg.
212,10.17.29) of the VPN gateway you want to connect to.

Gateway / Tunnel Endpoint
(VPN Gateway's Hostname or IP Address)

10.20.44.200

< Back Next > Cancel
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NC?

SECURE COMMUNICATIONS W

Mew Profile Wizard

Certificate Usage
Should a certificate be used for authentication?

l:::l Certificate for Authentication

Certificate Configuration

Standard certificate configuration

< Back

For strong authentication a certificate can be used, This certificate will be checked by
the VPN gateway at beginning of the connection.
Secure Client Monitor's menu item Configuration: Certificates allows for the
configuration of which certificate the client is going to use,

Mext =

cancel
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New Profile Wizard x ‘

Connection Information for VPN Gateway “

Account Information for the VPN Connection.

Enter user ID and password for the VPN connection. If “save password” is not selected
you will be prompted for the password before every connection.
If certificates are used, user ID and password can be extracted from the certificate.

VPN User ID
user2

VPN Password VPN Password (confirm)
(13111211} llliliiil

[] save VPN Password

VPN Tunnel Authentication Data

from configuration entries above b
< Back Next > Cancel
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Client for Juniper SRX

New Profile Wizard x

Connection Information for VPN Gateway
IKE ID Type and ID
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Copy the CA/issuer certificate into the folder CaCerts of the NCP program folder

| = | CaCerts — O x

Home Share WView o

« v I <« Exclusive Remote Access Client » (CaCerts v O Search CaCerts P

L

s Quick access Name Date modified Type

m Desktop # ncpdemocala 7/10/2015 1248 A...  Security Certificate
3 Downloads

Documents

w % %y

= Pictures
D Music
B Videos

#& OneDrive
@ This PC

¥ Network

1 item i=| =
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Establish the VPN connection by clicking on “Connect”

Time online: 00:00:26
Data (Tx) m KByte: 2217
Data {Rx) in KByte: 2217
Spead (KByte/s): 0.000
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NCP Exclusive Remote Access.. — [ X

Time online:

Data (Tx) in KByte:
Data {Rx) in KByte:
Speed (KByte/s):
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Configure NCP Exclusive Remote Access Client for macOS
Create new Connection Profile (NCP Exclusive Remote Access Client — Profiles...)

8 P L ey e de @ Connection Edit View Log Help
About NCP Exclusive Remote Access Client

Preferences ... a8,
Profiles

Start Software Update over LAN #U

E Exclusive Remote Access Client

Services >

Hide NCP Exclusive Remote Access Client $H n
Hide Others X #H ‘
Show All !

Show VPN client monitor in menu bar
Quit NCP Exclusive Remote Access Client  $Q

Data (Tx) in Byte: [ Time onkne:
Data (Rx) in Byte: o Timeout (sec):
Speed (KByta/s): 0,000 Encryption:
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[ NN Profile

Group:
Show all profiles

Profile Name

Click on “+” to create a new Connection Profile
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SECURE COMMUNICATIONS M

N | Profile

Profile Name

Group:

Enter the name of the profile
Show a

o

Profile &

Create a link to the corporate network over a virtual private network (WPN)
secured by IPsec.

The connection may be given a descriptive name; enter a name in the following
field.

Profile name:

SRX IKEvZ EAP-MD5

Cancel
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oy Profile

Group: VPN Gateway Parameters

To which VPM server should the connection be established?
Show a

Proliig r\ Enter the DNS name (e.g. vpnserver.domain.com) or the official IP address (e.qg.

212.10.17.29) of the VPN gateway you want to connect to.

Gateway [ Tunnel Endpoint
110.20.44.200)

< Back Next > Cancel
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SECURE COMMUNICATIONS M

0@ Profile

Group: Certificate Usage

Should a certificate be used for authentication?
Show a

—a

Profie h Faor strang authentication a certificate can be used. This certificate will be

checked by the VPN gateway at beginning of the connection.

Secure Client Monitor's menu itemn Configuration: Certificates allows for the
configuration of which certificate the client is going to use.

O No Certificate for Authentication
Certificate for Authentication

Certificate Configuration

Standard certificate configuration i
< Back MNext » Cancel
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SECURE COMMUNICATIONS M

BN | Profile

Group: Connection Information for VPN Gateway

Account Information for the VPN Connection.
Show a

Protile h Enter user |D for the VPN connection.

If certificates are used, the user ID can be extracted from the certificate.

WPM User ID

userz

YPMN Password VPN Password (confirm)

Save VPN Password
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BN Profile

Group: IKE ID Type and ID

Connection Information for VPN Gateway
Show a

_|'D'

Profile N

Enter the appropriate value for the IKE ID according to the selected 1D type.

IKE ID Type:
U-FQDN (Fully Qualified Username)
IKE ID:

test@ncp.juniper. ne‘d |

< Back Finish Cancel
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Copy the CA/issuer certificate into the folder CaCerts of the NCP program folder

[ cacerts
E flon | | S i (| Q, Search

necppki.conf B arls » g nepdemocala.crt

noppki.conf.sam (B cacerts "]

2 Almy.. 1 secure Client 3 client1.p12
¢? iCloud... client2.p12

@ AirDrop client3.p12
clientd.p12
=] Desktop

crls
12} nep

Favorites

deutsch.dat
english.dat

ipcdel
liberypto.1.0.0.dylib
libssl.1.0.0.dylib
NCP Exclusiv...Uninstall_pkg
NCP Tracer

ncp.db
ncpdemocala.pem
ncpepsec
ncplbmac_tool
nepphone.cfg
Yellow ncprwsmac
ncpsupportca.pem

pég Applica...
|3 Docum...

Devices
] Nep... =

Tags
@ Red
"~ Orange

¥y ¥ ¥ ¥ ¥ ¥ ¥ ¥y ¥ ¥ Oo¥Y¥7
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Establish the VPN connection by clicking on “Connect”

@  NCP Exclusive Remote Access Client

SRX IKEvZ EAP-MD5 v es'%ed

Data (Tx) in Byte:
Data (Rx) in Byte:
Speed (KByte/s).
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NCP Exclusive Remote Access Client
Usoncoewos RS

n

Data (Tx) in Byte:
Data (Rx) in Byte:

Speed (KBytels):
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Configure NCP Exclusive Remote Access Client for Android
Copy the CA/issuer certificate into the folder Device Storage/NCP/Import

& My Files ft Q

Device storage > NCP > Import

ncpdemocala.crt
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ven [ T 4l 99%H@ 4:07 PM

NCP Exclusive Remote Access...

©1&]°

Total Tx
Total Rx
Speed (kB/s)
Time Online
Timeout
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Open the client and go to “Import/Export” in the menu

& ven F .l 99%H 4:07 PM

NCP Exclusive Rel Connect
Statistics

Log

Configure

Total Tx
Total Rx Import / Export

Speed (kB/s)
Time Online
Timeout
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& ven % .l 99% B 4:07 PM

NCP Exclusive Remote Access Client

delete after import

ncpdemocala.crt

export log files

Enable the CA/issuer certificate and press the back/return button on the device
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& ven F .l 99%H 4:07 PM

NCP Exclusive Remote Access Client

delete after import

ncpdemocala.crt

export log files

The CA/issuer certificate will be imported
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Create new Connection Profile (Menue — Configure — Profile configuration— Add Profile)

| = all 99%H 4:07 PM

NCP Exclusive Rel Connect
Statistics

Log

Configure

Total Tx
Total Rx Import / Export

Speed (kB/s)
Time Online
Timeout
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& ven F .l 99%H 4:07 PM

NCP Exclusive Remote Access Client

General settings

Profile configuration
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& ven =l 99%H 4:08 PM

NCP Exclusive Remote Access Client

Add Profile
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&) v P Z A 48% @ 219 PM

NCP Exclusive Remote Access... @

Profile Name
New Profile 1

Gateway (Tunnel Endpoint)

Extended Authentication (XAUTH)

Certificate
<none>

Pre-shared Key / GroupPwd

IKE ID / Group ID Type

[l oY oY N 4 PN [P - VI ¥ - [ I P |
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Enter profile name.

P
-

= .l 99%H 4:08 PM

Profile Name

SRX IKEv2 EAP-MD5

CANCEL

TRN20384050860870808900

sym . @ & English(US)
SYMES R, L & B
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Enter name or IP address of Juniper SRX

= il 99% @ 4:08 PM

Gateway (Tunnel Endpoint)

10.20.44.200

CANCEL (0] 4

TRN20384050860870808900

sym . @ & English(US)
SYMES R, L & B
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Enable Extended Authentication (XAUTH) and enter username and password

& ven T all 99%H 4:08 PM

NCP Exclusive Remote Access...

Profile Name
SRX IKEvZ EAP-MD5

Gateway (Tunnel Endpoint)
10.20.44.200

Extended Authentication (XAUTH)

VPN ID Source

user defined

VPN User ID

VPN Password
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=l 99%H 4:09 PM

VPN User ID

user2

CANCEL

TRN203R405086870808900

sym . @ & English(US)
SYMES R, L & B
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P
-

7 Ll 99%H 4:09 PM

VPN Password

sssssssn

CANCEL

TRN203R405086870808900

R English(US)
Sym , . Done
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Enter IKE ID

=l 99%H 4:09 PM

IKE / Group ID

test@ncp.juniper.net

CANCEL

TRN20384050860870808900

sym . @ & English(US)
SYMES R, L & B
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Save the profile by clicking on “Save” in the menu or use the back/return button on the device

& ven =l 99%H 4:09 PM
NCP Exclusive Rem Save

Pre-shared Key / Gro
Revert

IKE ID / Group ID Type
U-FQDN (Fully Qualified Username)

IKE / Group ID

test@ncp.juniper.net

Exchange Mode

IKEv2

PFS-Group
DH19 (prime256v1)

IKE DH Group
DH19 (prime256v1)

IKE Policy

automatic

You can also import the configuration file ncpphone.cfg or ncpphone.cnf
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Copy the CA/issuer certificate and the ncpphone.cfg or ncpphone.cfg into the folder Device

Storage/NCP/Import

& My Files f Q

Device storage > NCP > Import

ncpphone.cfg
ncpdemocala.crt
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Open the “Import/Export” function in the menu

VN () = 4l 99%H 4:07 PM

NCP Exclusive Rel Connect
Statistics

Log

Configure

Total Tx
Total Rx Import / Export

Speed (kB/s)
Time Online
Timeout

Americas: NCP engineering, Inc. 678 Georgia Ave. - Sunnyvale, CA 94085 - Phone: +1 (650) 316-6273 - www.ncp-e.com Page 44 /57
Others: NCP engineering GmbH - Dombuehler Str. 2 - 90449 Nuremberg - Germany - Fon +49 911 9968-0 - Fax +49 911 9968-299



Configuration Guide NCP

NCP Remote Access VPN Client for Juniper SRX sFeuRE comamieaTions W

ven [ = .l 100% 0 4:30 PM

NCP Exclusive Remote Access Client

delete after import

ncpphone.cfg

ncpdemocala.crt
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Enable the CA/issuer certificate and the configuration file and push the back/return button on the device

[ ven =l 100% W 4:30 PM

NCP Exclusive Remote Access Client

delete after import

ncpphone.cfg

ncpdemocala.crt

The CA/issuer certificate and the configuration will be imported
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Establish a connection by clicking the slide button

ven =) = 9% 410 PM

NCP Exclusive Remote Access...

SRX IKEv2 EAP-MD5

&l 1A Vd

Total Tx
Total Rx
Speed (kB/s)
Time Online
Timeout
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=

VN @ [a] 7 .l 9% 410 PM

NCP Exclusive Remote Access...

SRX IKEv2 EAP-MD5

El1&8]°

Total Tx
Total Rx
Speed (kB/s)
Time Online
Timeout
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Configure NCP Exclusive Remote Access Client for iOS

The configuration of the iOS client is done on the NCP Secure Enterprise Management Server.
After you create a configuration on the NCP Secure Enterprise Management Server, you are able to export
the configuration file ncpphone.ncpconfigsem. The file ending needs to be a .ncpconfigsem file

Import over iTunes

Connect the iOS devise with your computer
Open iTunes on your computer

Click on the device button

Go to File Sharing and click on NCP Client

— ——————— — O X
« > > — ‘ = [QvSearch
File Edit View Controls Account Help

< Julian's iPhone

Julian’s iPhone B
5 o) 100% (@4

Settings

[ summary Apps NCP Client Documents

7 Musie Inbox 8 KB Today 10:59 AM
B Movies leu NCP Client

[] TV Shows
Photos
(D Info

ﬁ File Sharing

File Sharing

The apps listed below can transfer documents between your iPhone and this computer.

On My Device

J'J Music

E Movies
[] TV Shows
AR Books

[¥] Audiobooks

ﬁl Tones

i Add File... Save to...

| ] 13.64 GB Free sync [ Done |

4

Add the configuration and the CA/issuer certificate via “Add File..” and click “Sync” to synchronize the

information with the iOS device
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SECURE COMMUNICATIONS W

. Configuration Guide

NCP Remote Access VPN Client for Juniper SRX

-0 x|

« ’ > —— ‘ = | (QvSearch
File Edit View Controls Account Help

[ Julian's iPhene |

E Julian's iPhone &

= — File Sharing f
Setiings The apps listed below can transfer documents between your iPhone and this computer.

[ summary Apps NCP Client Documents

J1 Music ‘ Inbox 8 KB Today 10:50 AM

] Movies VPN NCP Client # ncpdemocala.crt 4 KB 7/10/2015 12:48 AM

3 TV shows user2.ncpconfigsem 4 KB Today 10:55 AM

Photos

(D) Info

#3% File Sharing
On My Device

J1 Music

H Movies

] TV Shows

AR Books

[¥] Audiobooks

Q Tones

AddFile.. | Saveto. t
- 13.64 GE Froe | Sync m
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Open the App on the iOS device

Go to “Diagnostics” and “Configuration Import”

No Service & 11:06 AM % ) 4
Diagnostics
@ Connection
g Certificates
I;'u; Network
Client Info Center

DEBUGGING

Q,Q Error Log

‘];ﬁ Export Diagnostics Info

MANAGEMENT

q@ Configuration Import

o) YJ @

Home Diagnostics Info
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Click on the .ncpconfigsem file to start the import process

No Service & 11:06 AM X ) 4

{ Diagnostics Import

PLEASE CHOOSE THE PROFILE TO IMPORT

user2.ncpconfigsem

o) Y @

Home Diagnostics Info
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Click on “Import”

Import

You're attempting to import
“user2.ncpconfigsem”. This will delete
all existing VPN profiles.

Cancel Import
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Click “Allow” to add another VPN configuration

"NCP Client” Would Like to
Add VPN Configurations

All network activity on this iPhone may
be filtered or monitored when using
VPN.

Don't Allow
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Enter your iPhone/iPad passcode to import the configuration

Enter iPhone passcode
Add VPN Configurations

O O O O O O

1 2 3

ABC DEF

4 5 6

GHI JKL MNO

7/ 3 9

PQRS TUV WXYZ

Cancel
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The import of the configuration was successful

Settings & 11:07 AM X () 4

NCP Exclusive Remote Access Client

NCP

Connect (
Profile IKEv2 EAP MD5
Status disconnected

Configuration Update

th J &

Home Diagnostics Info
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Click the slide button to establish the VPN connection

No Service & 11:18 AM X () 4

NCP Exclusive Remote Access Client

NCP
Connect C @

Profile IKEv2 EAP MD5

Status connected

Configuration Update

th J &

Home Diagnostics Info
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