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Service Release:  3.02 r29006 
Date:  October 2025 

Prerequisites 

Microsoft Operating Systems: 
The following Microsoft Windows operating systems are supported with this release: 

• Windows 10 (64 Bit) from version 1607 up to and including version 22H2 on x86-64 

processor architecture 

• Windows 11 (64 Bit) up to version 25H2 on x86-64 processor architecture 

Prerequisite for operation with NCP Secure Enterprise Management (SEM) 
To centrally manage this client version, the following components are required:  

• NCP Secure Enterprise Management Server:  Version 7.13 or higher 

• NCP Management Console:    Version 7.10 or higher 

• VS GovNet Connector Configuration Plug-in:  Version 3.01 or higher 

• License Plug-in:     Version 14.00 or higher 

• Firewall Plug-in (optional):    Version 13.00 or higher 

• PKI Enrollment Plug-in (optional):   Version 7.10 or higher 

Other prerequisites 

HotSpot login 
To use the HotSpot login, at least version 101.0.1210.39 of the Microsoft WebView2 runtime must be 

installed 

 

For the use of the NCP VS GovNet Connector within the scope of a BSI approval for the processing and 

transmission of information classified as VS – NUR FÜR DEN DIENSTGEBRAUCH, the corresponding 

requirements for the underlying operating system and the configuration of the NCP VS GovNet 

Connector apply. 

Important note regarding VS GovNet Connector 3.00: 
This should no longer be used, as it uses an old signature certificate that will prevent VS GovNet 

Connector 3.00 from operating after June 11, 2025. 

1. New Features and Enhancements 
None. 
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2. Improvements / Problems resolved 

Privilege escalation in the NCP MSI installer (NCPVE-2025-0626) 
During certain actions such as installation, update, or uninstallation, command line windows (cmd.exe) 

are temporarily opened with the rights of the SYSTEM account. In older versions of Windows, it is 

possible to execute any commands or programs with SYSTEM privileges in these interactive command 

prompts. This allows an attacker to bypass administrative protection mechanisms and gain 

unrestricted access to the system. This security vulnerability has been closed. 

Blue screen with Windows Update KB5065426 
After installing Windows Update KB5065426, a blue screen could occur when using the VS GovNet 

Connector. This issue has been fixed. 

Error after removing and reinserting the smart card during operation 
If the smart card was removed during operation and then reinserted, connection attempts could fail. 

The cause was incorrect handling of existing smart card sessions/handles after hot unplugging; this 

behavior has been fixed — connections work reliably again after reinsertion. 

Connection interruptions due to unsuccessful rekeying 
In some cases, an established VPN connection was unexpectedly disconnected after a few minutes. 

The reason for this was a faulty, repeatedly failed rekeying of the tunnel. This error has been fixed so 

that the connection now remains stable. 

Changes to the IKEv2 Mobility and Multihoming (MOBIKE) Protocol 
The processing of the Cookie2 response header has been adjusted and now fully complies with the 

RFC specification. 

Problem with extended logging 
A problem has been fixed where VPN services would unexpectedly stop when extended logging was 

enabled, causing the client to crash. The cause was an incorrect CRLDP LDAP URL. 

3. Known Issues  

No configuration update when logging on with the Pre-Logon Access Provider (PLAP) 
When logging in with the PLAP, a possibly available configuration update is not loaded during the 

login. The update only takes place after logging in to the Windows desktop and according to the 

interval set in the Secure Enterprise Management. As a workaround, it is recommended to set the 

option “Show message if user has received a new configuration”. 
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Error „RSA Signature with PKCS#1 V1.5 padding is not allowed by configuration“ 
When attempting to establish a connection, the error 'RSA Signature with PKCS#1 V1.5 padding is not 

allowed by configuration' may occur. This error may occur in particular after updating from older 

versions. In this case, the 'Padding Standard Configuration' must be changed via the configuration.  

Expert mode / Advanced IPsec options 

• Allow RSA authentication with PKCS#1 V1.5 padding →disabled 

• Allow RSA authentication with SHA-1 hash → disabled 

VPN connections with PSK 
No user-specific settings can be made in the central management of the VS GovNet Connector. 

Therefore, the creation and use of an individual configuration with PSK is not possible. 

VPN connections without certificate configuration 
VPN connections without certificate configuration, such as IKEv2 with EAP authentication, cannot be 

executed by the VS GovNet Connector. 

After a configuration update, the VPN connection is immediately disconnected 
After the VS GovNet Connector has received a configuration update from NCP Secure Enterprise 

Management, the VPN connection was terminated. However, the update package or the new 

configuration is not loaded. 

Proxy for Path finder is not queried 
In the configuration of the VS GovNet Connector, a proxy can be configured for the use of VPN Path 

Finder. In this version of VS GovNet Connector, this configuration is not implemented. 

No differentiation between client plug-in and VS GovNet Connector plug-in in an administrator group 
In an administrator group, no distinction can be made between the plug-ins for the NCP Secure 

Enterprise Client and the VS GovNet Connector. Configured permissions apply to both "Client" and 

"Connector" in this case. If the NCP Secure Enterprise Client and the VS GovNet Connector are used, it 

is recommended to create separate administrators in different administrator groups for the 

configuration of the respective plug-ins.  
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Service Release:  3.01 r28994 
Date:  June 2025 

Prerequisites 

Microsoft Operating Systems: 
The following Microsoft Windows operating systems are supported with this release: 

• Windows 10 (64 Bit) from version 1607 up to and including version 22H2 on x86-64 

processor architecture 

• Windows 11 (64 Bit) up to version 22H2 on x86-64 processor architecture 

Prerequisite for operation with NCP Secure Enterprise Management (SEM) 
To centrally manage this client version, the following components are required:  

• NCP Secure Enterprise Management Server:  Version 7.13 or higher 

• NCP Management Console:    Version 7.10 or higher 

• VS GovNet Connector Configuration Plug-in:  Version 3.00 or higher 

• License Plug-in:     Version 14.00 or higher 

• Firewall Plug-in (optional):    Version 13.00 or higher 

• PKI Enrollment Plug-in (optional):   Version 7.10 or higher 

Other prerequisites 

HotSpot login 
To use the HotSpot login, at least version 101.0.1210.39 of the Microsoft WebView2 runtime must be 

installed 

The following features are no longer available: 

IEEE 802.1x-Authentisierung (EAP)   
The IEEE 802.1x authentication (EAP) function under the “Additional options/EAP” menu is no longer 

available. 

 

For the use of the NCP VS GovNet Connector within the scope of a BSI approval for the processing and 

transmission of information classified as VS – NUR FÜR DEN DIENSTGEBRAUCH, the corresponding 

requirements for the underlying operating system and the configuration of the NCP VS GovNet 

Connector apply. 

  



 

 
 
 
 

Release Notes: NCP VS GovNet Connector 

vSoftware License Agreement: 

NCP engineering GmbH www.ncp-e.com Seite 6 von 12 

 

Important note regarding VS GovNet Connector 3.00: 
This should no longer be used, as it uses an old signature certificate that will prevent VS GovNet 

Connector 3.00 from operating after June 11, 2025. 

1. New Features and Enhancements 
None. 

2. Improvements / Problems resolved 

Renewal of the signature certificate 
The signature certificate has been renewed. For more information, please refer to the Administration 

Manual under Installation ==> Update ==> New signature certificates. 

Initial situation: NCP VS GovNet Connector 3.00 
Objective: Use of the NCP VS GovNet Connector in version 3.01 revision 28994 

Prerequisite for operating the NCP VS Connector in version 3.01 with NCP Secure Enterprise 

Management (SEM): The following components are required to manage this client version centrally: 

• NCP Secure Enterprise Management Server: Version 7.13 or newer 

• NCP Management Console: Version 7.13 or newer 

• VS GovNet Connector Configuration Plug-in: Version 3.01 or newer 

• License Plug-in: Version 14.00 or newer 

• Firewall Plug-in (optional): Version 13.00 or newer 

• PKI Enrollment Plug-in (optional): Version 7.10 or newer 

Step-by-step instructions: 

• Install VS GovNet Connector Configuration Plug-in Version 3.01 Revision 31760. 

• Sign the configuration with the new plug-in. 

• Export the configuration. 

• Uninstall NCP VS Connector version 3.00. 

• Restart the machine. 

• Install NCP VS GovNet Connector version 3.01 revision 28994 including the new 

configuration. 

• Restart the machine. 

3. Known Issues  

No configuration update when logging on with the Pre-Logon Access Provider (PLAP) 
When logging in with the PLAP, a possibly available configuration update is not loaded during the 

login. The update only takes place after logging in to the Windows desktop and according to the 

interval set in the Secure Enterprise Management. As a workaround, it is recommended to set the 

option “Show message if user has received a new configuration”. 
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Error „RSA Signature with PKCS#1 V1.5 padding is not allowed by configuration“  
When attempting to establish a connection, the error 'RSA Signature with PKCS#1 V1.5 padding is not 

allowed by configuration' may occur. This error may occur in particular after updating from older 

versions. In this case, the 'Padding Standard Configuration' must be changed via the configuration.  

Expert mode / Advanced IPsec options 

• Allow RSA authentication with PKCS#1 V1.5 padding →disabled 

• Allow RSA authentication with SHA-1 hash → disabled 

VPN connections with PSK 
No user-specific settings can be made in the central management of the VS GovNet Connector. 

Therefore, the creation and use of an individual configuration with PSK is not possible. 

VPN connections without certificate configuration 
VPN connections without certificate configuration, such as IKEv2 with EAP authentication, cannot be 

executed by the VS GovNet Connector. 

After a configuration update, the VPN connection is immediately disconnected 
After the VS GovNet Connector has received a configuration update from NCP Secure Enterprise 

Management, the VPN connection was terminated. However, the update package or the new 

configuration is not loaded. 

Proxy for Path finder is not queried 
In the configuration of the VS GovNet Connector, a proxy can be configured for the use of VPN Path 

Finder. In this version of VS GovNet Connector, this configuration is not implemented. 

No differentiation between client plug-in and VS GovNet Connector plug-in in an administrator group 
In an administrator group, no distinction can be made between the plug-ins for the NCP Secure 

Enterprise Client and the VS GovNet Connector. Configured permissions apply to both "Client" and 

"Connector" in this case. If the NCP Secure Enterprise Client and the VS GovNet Connector are used, it 

is recommended to create separate administrators in different administrator groups for the 

configuration of the respective plug-ins.



 

 
 
 
 

Release Notes: NCP VS GovNet Connector 

vSoftware License Agreement: 

NCP engineering GmbH www.ncp-e.com Seite 8 von 12 

 

Major Release:  3.00 r28988 

Date:  February 2025 

Prerequisites 

Microsoft Operating Systems: 
The following Microsoft Windows operating systems are supported with this release: 

• Windows 10 (64 Bit) from version 1607 up to and including version 22H2 on x86-64 

processor architecture 

• Windows 11 (64 Bit) up to version 22H2 on x86-64 processor architecture 

Prerequisite for operation with NCP Secure Enterprise Management (SEM) 
To centrally manage this client version, the following components are required:  

• NCP Secure Enterprise Management Server:  Version 7.13 or higher 

• NCP Management Console:    Version 7.10 or higher 

• VS GovNet Connector Configuration Plug-in:  Version 3.00 or higher 

• License Plug-in:     Version 14.00 or higher 

• Firewall Plug-in (optional):    Version 13.00 or higher 

• PKI Enrollment Plug-in (optional):   Version 7.10 or higher 

Other prerequisites 

HotSpot login 
To use the HotSpot login, at least version 101.0.1210.39 of the Microsoft WebView2 runtime must be 

installed 

The following features are no longer available: 

IEEE 802.1x-Authentisierung (EAP)   
The IEEE 802.1x authentication (EAP) function under the “Additional options/EAP” menu is no longer 

available. 

 

For the use of the NCP VS GovNet Connector within the scope of a BSI approval for the processing and 

transmission of information classified as VS – NUR FÜR DEN DIENSTGEBRAUCH, the corresponding 

requirements for the underlying operating system and the configuration of the NCP VS GovNet 

Connector apply. 

1. New Features and Enhancements 

NCP Pre-Logon 
NCP Pre-Logon functionality enables Windows logon and user authentication directly to an Active 

Directory, even over the Internet. To do this, the option to establish a VPN tunnel is provided after 
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starting the Windows computer and before user logon. This option is selected via the NCP Pre-Logon 

Access Provider (PLAP).  

After that, the user can authenticate himself for the VPN tunnel connection with his user certificate 

and by entering the corresponding PIN. From this point on, the user's computer is connected to the 

central network and can be administered from the central location. The user's subsequent logon to 

the Windows system is done centrally via authentication to Active Directory. 

2. Improvements / Problems resolved 

Registering the client firewall in Windows security 
If the firewall of the NCP Secure Client is activated, this could not be seen in Windows security. This 

problem has been fixed. 

Connection problems with 5G modems 
Some devices with a 5G modem may experience connection problems with mobile networks as soon 

as the NCP VS GovNet Connector is installed on the device. Problems have been identified with the 

following hardware: 

• Quectel RM520N – GL 5G M.2 

• Snapdragon X62-5G (DW5932e) 

This problem has been fixed. 

Restoring 5G connectivity 
If an older NCP VS GovNet Connector with version < 3.00 has already been installed on a Windows 

computer with an integrated 5G mobile modem, the 5G connection problem can be solved by 

following these steps: 

1. Installation of NCP VS GovNet Connector 3.00 or update to 3.00 from a previous version of  

NCP VS GovNet Connector. 

2. Open the device manager devmgmt.msc in administrator mode.  

3. Expand the Network adapters menu and double-click the 5G modem. 

4. Select Advanced in the modem properties. 

5. In the properties list, set all of the following entries to Rx & Tx Enabled: 

• TCP Checksum Offload (IPv4) 

• TCP Checksum Offload (IPv6) 

• UDP Checksum Offload (IPv4) 

• UDP Checksum Offload (IPv6) 

6. Confirm the properties dialog with OK and restart the computer. 

Notifications about the adapter status of the integrated WWAN module 
The logbook displays messages about the adapter status of an integrated WWAN module at one-
second intervals when the connection medium is set to “automatic media detection”. This problem 
has been fixed. 
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Software update via mobile network  
Updates are carried out even though the option Update via mobile network is set to inactive in the 
update client. This problem has been fixed 

Troubleshooting: VPN service unexpectedly terminated 
The Microsoft security updates for Windows 11 KB5055528 and KB5058411 cause an error in the NCP 
VS GovNet Connector, resulting in the “NCP Client VPN and Dialing Service” unexpectedly terminating 
or the following error message appearing: 

“The client software has detected a problem with the driver interface (Mif32init).” 

The problem has been fixed. 

Errors in log entries 
Incorrect log entries are written when the FND server is not available. This problem has been fixed. 

New Driver resp. network adapter 
The driver or network adapter of the VS GovNet Connector was adjusted due to a possible bluescreen. 
This bluescreen occurred after the installation of the VS GovNet Connector during the subsequent 
startup process. Only a few end devices with the respective software environment were affected. As a 
result of this adjustment, the name of the network adapter was changed from the former  

"NCP Secure Client Virtual NDIS6.20 Adapter" Version 12.1.2102.0  

to  

"NCP Secure Client Virtual NDIS Adapter" Version 13.1.2501.0. 

Route table was not set correctly 
If both of the following conditions were met, the routing table was not set correctly in the VS GovNet 
Connector:  

• The connection was established using a profile with the media type Mobile Network.  

• Split tunneling was not part of the VS GovNet Connector configuration; 

instead, the VS GovNet Connector received the relevant configuration from the VPN gateway in 
IKEConfig Mode. This problem has been fixed 

3. Known Issues  

No configuration update when logging on with the Pre-Logon Access Provider (PLAP) 
When logging in with the PLAP, a possibly available configuration update is not loaded during the 
login. The update only takes place after logging in to the Windows desktop and according to the 
interval set in the Secure Enterprise Management. As a workaround, it is recommended to set the 
option “Show message if user has received a new configuration”. 
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Error „RSA Signature with PKCS#1 V1.5 padding is not allowed by configuration“  
When attempting to establish a connection, the error 'RSA Signature with PKCS#1 V1.5 padding is not 

allowed by configuration' may occur. This error may occur in particular after updating from older 

versions. In this case, the 'Padding Standard Configuration' must be changed via the configuration.  

Expert mode / Advanced IPsec options 

• Allow RSA authentication with PKCS#1 V1.5 padding →disabled 

• Allow RSA authentication with SHA-1 hash → disabled 

VPN connections with PSK 
No user-specific settings can be made in the central management of the VS GovNet Connector. 

Therefore, the creation and use of an individual configuration with PSK is not possible. 

VPN connections without certificate configuration 
VPN connections without certificate configuration, such as IKEv2 with EAP authentication, cannot be 

executed by the VS GovNet Connector. 

After a configuration update, the VPN connection is immediately disconnected 
fter the VS GovNet Connector has received a configuration update from NCP Secure Enterprise 

Management, the VPN connection was terminated. However, the update package or the new 

configuration is not loaded. 

Proxy for Path finder is not queried 
In the configuration of the VS GovNet Connector, a proxy can be configured for the use of VPN Path 

Finder. In this version of VS GovNet Connector, this configuration is not implemented. 

No differentiation between client plug-in and VS GovNet Connector plug-in in an administrator group 
In an administrator group, no distinction can be made between the plug-ins for the NCP Secure 

Enterprise Client and the VS GovNet Connector. Configured permissions apply to both "Client" and 

"Connector" in this case. If the NCP Secure Enterprise Client and the VS GovNet Connector are used, it 

is recommended to create separate administrators in different administrator groups for the 

configuration of the respective plug-ins. 
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