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NCP Release Notes: NCP VS GovNet Server

Major-Release: 3.00 r32199

Date: March 2026

Requirements

Server hardware
Standard server with x86-64 hardware and compatibility with Debian 12

UEFI/BIOS configuration: Legacy BIOS mode (UEFI in CSM mode)

Smart card reader
Two Omnikey 3121 (revision A or B) and at least one additional smart card reader of the same type for
personalizing the smart cards on the administration PC

Smart cards
Two TeleSec TCOS 3.0 Signature Card 2.0 smart cards or two Atos CardOS V5.3 QES, V1.0 smart cards

The following versions are required to use other NCP components

o Secure Enterprise Management Server Version 8.11 or higher
o Management Console Version 8.11 or higher
o Management Plug-in Server Configuration Version 14.00 or higher
o Management Plug-in PKI Version 7.10 or higher
1. New features and enhancements

Maintenance Mode
Maintenance mode provides a simple way to take one or more VPN gateways out of production. This

prevents the affected gateways from accepting any incoming connections, allowing updates or other
maintenance work to be performed at a later time. Maintenance mode must be deactivated
afterwards.

IKEv2 Redirect — Requests from Internal Networks
Unlike load balancing with NCP’s proprietary HA protocol, IKEv2 Redirect previously could not

distinguish between external client requests and requests from configured internal networks.

Number of VS GovNet Server instances in the HA cluster
The previous limit on the maximum number of supported VS GovNet Server instances in the HA

cluster has been removed.
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Expansion of Statistics
The statistics in the “Local System” section have been expanded to include discarded packets within
the Linux NFQueue.

Update of the Base Operating System to Debian 12

Switch to an Image-Based Major Update

The update to version 3.00 of the VS GovNet Server is performed image-based on an existing second
partition. Configurations from the previous NCP system are retained. For further information, please
refer to the administrator’s manual for the NCP VS GovNet Server.

Virtualization of the VS GovNet Server

Starting with this version, the VS GovNet Server may be used on a virtualized platform in accordance
with SecOps guidelines for secure operation and general BSI requirements. Installation information
can be found in the VS GovNet Server administrator’s manual.

Site-to-Site Configurations for the VS GovNet Server

With this release, a site-to-site configuration is available to securely connect multiple locations to the
VS GovNet Server. Further information can be found in the administration manual and the BSI
documentation.

Installation of the ATOS CardOS API Middleware

The software required for using Atos smart cards can be imported and installed programmatically
during the VS GovNet Server installation routine. Refer to the NCP VS GovNet Server Administrator’s
Manual for the exact procedure.

IMPORTANT: The ATOS CardOS API software must be procured and provided by the customer.

Firmware for 10 Gbit network cards has been included in the installation

2. Improvements / Bug fixes

Update of Telesec PKCS#11 to version v1.19.0

Update to OpenSSL 3.5.5 and updates to other open-source libraries

The OpenSSL version used in the GovNet Server has been updated to version 3.5.5. In addition, the
open-source libraries included in the GovNet Server have been updated. The respective versions can
be viewed in the document “OpenSourcelLicenseTerms.pdf.”
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Disabling IPv6 on the NCP adapter
As with the other network adapters, IPv6 can also be disabled for the NCP network adapter starting
with this server version.

New location for the ncpwsupd.conf file
The location of the ncpwsupd. conf file is now /opt/ncp/gns/etc/ncpwsupd. conf.

Server Plug-in — DH Groups Added
The IPsec options have been expanded to include groups 27—-30 for the IKE DH and PFS group entries.

Troubleshooting: Bonding interface configuration now handles spaces correctly

Crash of the ncpwsupd service
Under certain circumstances, the ncpwsup.exe service would unexpectedly terminate when
disconnecting. This issue has been resolved.

VS GovNet Server configuration cannot be created

When an administrator who has stored AD authentication in their administrator group on the SEM
attempts to generate a GovNet Server configuration, the SEM server certificate is unavailable. This
issue has been resolved.

Increasing memory usage of the VS GovNet Server

Due to an error in the firewall’s regular status query, the memory usage of the system configuration
service increased continuously. This led to termination of the NCP services. This issue has been
resolved.

Troubleshooting: VLAN forwarding in load balancing mode
In load balancing mode, data transfer to the VPN client was disrupted under certain circumstances
when combined with VLAN forwarding. This issue has been resolved.

Unintended Disconnection of All VPN Connections

If an NCP Secure Enterprise VPN Server (SES) with VRRP configuration was started, the VRRP
announcement sent caused all VPN connections to be disconnected on other SES instances. This issue
has been resolved.

Error message: “Exrror removing interface IP address”

Deleting routes and IP addresses on the TAP device failed and, in the case of VRRP functionality,
resulted in the error message “Error removing interface IP address” when switching
from the master SES to the backup SES. This issue has been resolved.
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Error message: “Error removing ARP entry”
Deleting routes and IP addresses on the TAP device failed and returned the error message “Error

removing ARP entry”. Thisissue has been resolved.

Tunnel forwarding fails with AES-GCM
When used with third-party IPsec clients, an error in the handling of DPD packets could occur with

AES-GCM encryption configured, due to an issue with tunnel forwarding. This issue has been resolved.

3. Known Issues

Bonding interfaces go down after applying a new network configuration
If the network configuration is modified or a new configuration is received from central management,

the system goes offline. The connection is restored after the network configuration is reinitialized. As
a workaround, the network configuration should not be changed during operation.

Incorrect feedback after configuration download
In a site-to-site environment, the message “Authentication failed” appears after performing

the configuration download with gns-rsuinit. This message is incorrect; in central management,
the VS GovNet Server is displayed as “Online up-to-date”,

Service restart does not work
The “Restart Services” option in the Server Plug-in causes the server services to stop, but they

do not restart.

Combination of client certificate with ECC and VS GovNet Server with RSA does not work

If certificates using Elliptic Curve Cryptography (ECC) are used on the client and an RSA server
certificate is configured on the VS GovNet Server, no connection is established. The following error
message appears on the client:

ERROR - 4036: Auth - PKI ERROR: - <> Verify Server certificate with
error 2107! (Ext. ‘SSL Server Authentication’ failed)

This issue will be resolved in a future version of the gateway with the configuration option for the
RFC7427 padding method.

The bonding configuration is not fully applied until after a restart
A bonding configuration is created in Central Management and retrieved from Central Management

using “gns-rsuinit.” The bonding configuration is then not fully executed after “Apply”. After
restarting the VS GovNet Server, the new configuration is fully applied.

O ®

NCP engineering GmbH WWW.Nncp-e.com Seite 5von 8



NCP Release Notes: NCP VS GovNet Server

Display of the bonding configuration
If network bonding is configured in Central Management, it is not displayed correctly in the VS GovNet

Server’s network configuration tool, even though it is fully functional. It is therefore recommended to
configure network bonding in the VS GovNet Server’s local network configuration tool.

GovNet Server service configuration is not applied after update

After updating the GovNet Server, services configured in the Server Plug-in are not applied. If
necessary, the services must be started manually in the Server Plug-in, or the GovNet Server must be
rebooted again.

Site-to-Site Installation: Incorrect Feedback After gns-rsuinit
During the pairing of the GNS with the SEM via gns-rsuinit, the site-to-site connection is briefly

interrupted. This interruption generates the false message “Authentication failed”. The GovNet Server
operates without errors despite this message.

New GovNet Server Configuration Deletes Some Log Levels
After log levels for the GovNet Server have been configured in the Server Plug-in, they are correctly

transferred to the GovNet Server. However, creating a new GovNet Server configuration causes the
numeric log levels to be deleted again.

Site-to-Site Installation: Routes are deleted

If the SEM connection is disconnected, network routes set in the GovNet Server pointing toward the
central gateway are deleted. After restarting the GovNet Server or the GovNet Server services, the
network routes are restored.
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4. Getting Help for the NCP VS GovNet Server

To ensure that you always have the latest information about the NCP VS GovNet Server, always check
the NCP website at:

https://www.ncp-e.com/en/products/vpn-for-nato-restricted-eu-restricted
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