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Ncp Release Notes: NCP Secure Enterprise Client for Linux

Minor-Release: 7.01r31940
Date : November 2025

Prerequisites

Linux Operating Systems
The following Linux distributions are supported with this release:

e Ubuntu Desktop 22.04 / 24.04, 64 bit with Gnome
e Fedora42 /43, 64 bit with KDE

Prerequisites for the central management via NCP Secure Enterprise Management (SEM)
The following central components are required for the centralized administration of this client version:

e NCP Secure Enterprise Management: Version 7.10 or newer
e NCP Management Console: Version 7.10 or newer
e Client Configuration Plug-in: Version 14.00 or newer
e License Plug-in: Version 14.01 or newer
e Firewall Plug-in: Version 14.00 or newer
e PKIPlug-in: Version 7.10 or newer
e Endpoint Policy Plug-in: Version 6.20 or newer

Installing the NCP Secure Enterprise Client for Linux

The installation of NCP Secure Enterprise Client 7.00 or newer does not support updating an older
version. If an older version is already installed, it must be uninstalled before installing NCP Secure
Enterprise Client.

1. New features and enhancements
None.

2. Improvements / Problems Resolved

Privilege escalation — NCPVE-2025-1015

An OpenSSL configuration file that could be edited with normal user rights could be used to load a
compromised crypto provider that was executed with system rights. An attacker could exploit this to
gain unrestricted access to the system. This security vulnerability has been closed.

Attack scenario on version 7.00 and mitigation

In this case, a standard user or attacker who knows the file path for the OpenSSL configuration file
creates this path with a manipulated OpenSSL configuration file on the target system. Since calls
within the OpenSSL configuration file take place in the system context, an attacker can use this to gain
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system-wide administrative rights. This attack requires physical access to the system console.

Under Linux, this vulnerability only exists if there is a user named “builduser” who can create the
“ builder” directory under /home/builduser/. The vulnerability can be eliminated by assigning read-
only rights to this directory.

3. Known Issues

Seamless roaming is not supported in this version of the client.

FND configuration with new TLS-based protocol

In the template selection of the Firewall plug-in, no distinction is made between Windows and Linux
operating systems under “Friendly networks.” It is therefore possible to distribute a configuration with
the new FND parameter “TLS protocol” to an NCP Secure Enterprise Client for Windows. However, the
Enterprise Client for Windows does not yet support this protocol. Configurations with this parameter
cannot be processed by the Enterprise Client for Windows and errors occur during import.

Incorrect FND status during manual configuration
In the case of manual FND configuration, i.e. based on the IP address range of the connected network,
the FND status display may be incorrect.

Restriction for Endpoint Security
Due to the OpenSSL update to version 3.5, Endpoint Security will require NCP Secure Enterprise VPN
Server version 13.52 or newer, which will be available soon, in order to function correctly.

4. Getting Help for the NCP Secure Enterprise Client
To ensure that you always have the latest information about NCP’s products, always check the NCP
website at:

https://www.ncp-e.com/en/service-resources/download-vpn-client/version-information

For further information about the NCP Secure Enterprise Client, visit:

https://www.ncp-e.com/en/products/centrally-managed-vpn-solution

For further assistance with the NCP Secure Enterprise Client for Linux, visit:

https://www.ncp-e.com/en/company/contact
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Major release: 7.00r31938
Date: July 2025

Prerequisites

Linux Operating Systems
The following Linux distributions are supported with this release:

e Ubuntu Desktop 22.04 / 24.04, 64 bit with Gnome
e Fedora4l /42, 64 bit with KDE

Prerequisites for the central management via NCP Secure Enterprise Management (SEM)
The following central components are required for the centralized administration of this client version:

e NCP Secure Enterprise Management: Version 7.10 or newer
e NCP Management Console: Version 7.10 or newer
e Client Configuration Plug-in: Version 14.00 or newer
e License Plug-in: Version 14.01 or newer
e Firewall Plug-in: Version 14.00 or newer
e PKIPlug-in: Version 7.10 or newer
e Endpoint Policy Plug-in: Version 6.20 or newer

Installing the NCP Secure Enterprise Client for Linux
The installation of the NCP Secure Enterprise Client 7.0 does not support updates from older versions.

If an older version is already installed, it must be uninstalled before installing version 7.0.

1. New features and enhancements

Linking the NCP Secure Enterprise Client to SEM
When the NCP Secure Enterprise Client is rolled out, an initialization configuration is normally

provided. This enables a connection to the central SEM and subsequent provisioning during startup.
From this point of initialization, the client software is licensed and permanently linked to the SEM.

An optional 30-day trial period can only be used without SEM binding prior to initialization. Upon
licensing, the Enterprise Client is always bound to the management system from which it received its
initial configuration.

The SEM binding is an additional security feature, as the Enterprise Client can only receive a new
configuration from “its” SEM. After an interval of 16 days after the client last connected to the
company network, i.e. to the SEM, this client is switched to a state that only allows it to connect to the
management system in the company network in order to refresh its license. This process takes place
within a very short time after the VPN connection is established, so that the client can then be used
again with full functionality.
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If the client is in a non-functional state after the 16-day interval has expired, the VPN tunnel is
displayed in orange. If the orange tunnel display is visible to the user, this means that they must select
a different connection profile that can be used to reach the company network or the SEM. Only after
the license has been refreshed as described in the paragraph above can the client reach gateways that
are not in the company network again.

(In VPN environments where the client always establishes the VPN tunnel to the company network,
the license refresh is usually invisible to the user.)

VPN bypass
The VPN bypass function allows you to specify applications that are allowed to communicate directly

with the Internet outside the VPN configuration even when split tunneling is disabled. Alternatively,
you can specify domains or destination addresses to which data communication should bypass the
VPN tunnel.

This feature can be used, among other things, to keep regularly required, non-security-relevant data
transfers away from the central infrastructure so as not to impair its performance. For example,
updates to the operating system or virus scanner (with a known domain) could be allowed without
going through the VPN connection, or direct access to certain cloud services could be enabled for an
application via the Internet. Configuration is carried out via the client GUI under “Configuration / VPN
bypass” and in the profile settings under “VPN bypass.”

Software update via LAN
If the NCP Secure Enterprise Management Server is accessible from the client via the local network,

the client can receive an update of the configuration or the certificates used.

Friendly Net Detection
Starting with version 7.00 of the NCP Secure Enterprise Client for Linux, a new TLS-based FND protocol

is supported. This protocol is intended to replace the existing FND protocol in the long term. This
requires the use of the NCP Friendly Net Detection Server version 4.0 or higher.

2. Improvements / Problems Resolved

IPsec data compression has been removed

Exclusive support for LAN media type
The media support for modem, ISDN, and xDSL offered in previous versions of the client has been

removed. Accordingly, the “Automatic media selection” function is no longer available. The Linux
operating system controls existing WLAN and mobile hardware.
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Update to OpenSSL 3.5
Extension of Diffie-Hellman groups by 15-21, 25-30

Provisioning within the installation
The installation routine has been extended to include the installation of a client configuration, CA and
user certificates.

Support for FIPS inside has been removed

General stability and performance improvements

3. Known Issues

Seamless roaming is not supported in this version of the client.

FND configuration with new TLS-based protocol

In the template selection of the Firewall plug-in, no distinction is made between Windows and Linux
operating systems under “Friendly networks.” It is therefore possible to distribute a configuration with
the new FND parameter “TLS protocol” to an NCP Secure Enterprise Client for Windows. However, the
Enterprise Client for Windows does not yet support this protocol. Configurations with this parameter
cannot be processed by the Enterprise Client for Windows and errors occur during import.

Incorrect FND status during manual configuration
In the case of manual FND configuration, i.e. based on the IP address range of the connected network,
the FND status display may be incorrect.

Restriction for Endpoint Security
Due to the OpenSSL update to version 3.5, Endpoint Security will require NCP Secure Enterprise VPN
Server version 13.52 or newer, which will be available soon, in order to function correctly.

4. Getting Help for the NCP Secure Enterprise Client
To ensure that you always have the latest information about NCP’s products, always check the NCP
website at:

https://www.ncp-e.com/en/service-resources/download-vpn-client/version-information

For further information about the NCP Secure Enterprise Client, visit:

https://www.ncp-e.com/en/products/centrally-managed-vpn-solution
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For further assistance with the NCP Secure Enterprise Client for Linux, visit:

https://www.ncp-e.com/en/company/contact
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NCP engineering GmbH
Dombuehler Str. 2
90449 Nuremberg
Deutschland

+49 9119968 0
info@ncp-e.com
WWW.NCp-e.com

NCP engineering, Inc.

19321 US Highway 19 N, Suite 401
Clearwater, FL 33764

USA

+1 650316 6273
info@ncp-e.com
WWW.NCcp-e.com



http://www.ncp-e.com/
http://www.ncp-e.com/

