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Minor release:  14.10 r32489 
Date:    June 2026 

Prerequisites 

Operating System 
The following Microsoft Operating Systems are supported with this release: 

• Windows Server 2025 
• Windows Server 2022 

 

Prerequisites for NCP Secure Enterprise VPN Server (SES) 
The following versions are required for the use of other NCP components:  

• Secure Enterprise Management Server version 8.11 or higher 
• Management Console version 8.11 or higher 
• Management Plug-in Server Configuration Version 14.10 or higher 
• Secure Enterprise HA Server version 14.10 or higher 

 

1. New features and enhancements 

Configuration: RFC 7427 Padding Scheme 
Within the Domain Groups/IPsec configuration, you can select the padding scheme in accordance 

with RFC 7427 and configure the padding scheme itself for incoming connections. For outgoing 

connections, the setting is configured within Link Profile/IPsec Options. 

Management Tunnel for Remote Gateways 
To ensure centralized management of remote gateways, a management tunnel can be defined within 

the Link Profile/VPN configuration (checkbox: “Enable management tunnel”). This setting 

prevents the link from being disconnected if the SES switches to backup status. 

 

2. Improvements / Problems Resolved 

Update to OpenSSL 3.5.6 
The update to OpenSSL 3.5.6 addressed the following security vulnerabilities: 

NCPVE-2025-1015, CVE-2025-11187, CVE-2025-15467, CVE-2026-28386, CVE-2026-28387, CVE-2026-

28388, CVE-2026-28389, CVE-2026-31789, CVE-2026-31790, CVE-2026-31791 
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Update to Open Source Third-Party Packages 
A list of the open source third-party packages used can be found in the provided file 

OpenSourceLicenseTerms.pdf. 

Addition of Security Headers 
Security headers have been added to the web service responsible for the VPN Path Finder 

functionality. 

Incorrect configuration of user parameters 
The configuration of user parameters within Domain Groups/IP Address Assignment was incorrect. 

This issue has been resolved. 

SNMP service: Installer dependency 
Installing SES required the SNMP feature to already be installed on the Windows Server. This 

dependency has been removed. 

Storage location of wsupwatch.log and ncptrace.log corrected 
The two log files wsupwatch.log and ncptrace.log were stored in the wrong directory. This issue 

has been resolved. 

DDNS: IPv6 configuration 
The DDNS feature within Domain Groups/DDNS is now IPv6-compatible. 

License effective only after server restart 
After importing an SES license, it becomes effective only after a restart. This issue has been resolved. 

Data compression removed 
The data compression configuration within IPsec policies has been removed. 

 

3. Known Issues 

GEOBLOCKING Log Level 
The log level for GEOBLOCKING cannot be set to the default in the server plug-in. Instead, it is set to 

“Info.” A restart is required to reset it to the default. 

Trial Period After a Major Update 
After a major update, the trial period for an unlicensed previous version is not reset to a “new” 30 

days.   
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Major release:  14.00 r32190 
Date:    December 2025 

Prerequisites 

Operating System 
The following Microsoft Operating Systems are supported with this release: 

• Windows Server 2025 
• Windows Server 2022 

 

Prerequisites for NCP Secure Enterprise VPN Server (SES) 
The following versions are required for the use of other NCP components:  

• Secure Enterprise Management Server version 8.10 or higher 
• Management Console version 8.00 or higher 
• Management Plug-in Server Configuration Version 14.00 or higher 
• Secure Enterprise HA Server version 14.00 or higher 

 

1. New features and enhancements 

Maintenance mode 
Maintenance mode offers a simple option for removing one or more VPN gateways from productive 

operation. This means that no incoming connections are accepted at the affected gateways, allowing 

updates or other work to be carried out at a later date. Maintenance mode must then be deactivated 

again. 

Server certificate distribution 
A server certificate imported into the server plug-in can be distributed to managed gateways via the 

NCP Secure Enterprise Management Server from version 8.0 onwards. 

 

2. Improvements / Problems Resolved 

Update to OpenSSL 3.5 and update of other open source libraries 
The OpenSSL version used in SES has been upgraded to version 3.5. In addition, the open source 

libraries contained in SES have been updated. The respective versions can be found in the document 

“OpenSourceLicenseTerms.pdf”. 

Troubleshooting: “Forward SEM requests” option has no effect 
The “Domain group”/‘Forwarding’/“Forward SEM requests” option had no effect. The problem has 
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been fixed. 

DNS server is not transferred via DHCP 
If a DHCP server was configured in a domain group and the configuration for the DNS servers was 

omitted, the DNS servers distributed via DHCP were not transferred to the clients, or only one of them 

was transferred. This problem has been fixed. 

Incorrect certificate request in the WebGUI 
The request for a certificate via WebGUI within the server certificate configuration was incorrect. This 

problem has been fixed. 

Troubleshooting: Crash of a remote site gateway when dialing into the head office 
Due to an incorrect VRRP configuration, the backup gateway at a remote site incorrectly attempted to 

establish a connection to the head office. This caused the backup gateway to crash. The problem that 

led to the crash has been fixed. 

Disabling IPv6 on the NCP adapter 
As with the other network adapters, IPv6 can also be disabled for the NCP network adapter starting 

with this server version. 

Error when selecting the server certificate 
If multiple server certificates are configured in a domain group, under certain circumstances, the 

certificate selected by the administrator was not used for authentication with the client. This issue has 

been resolved. 

Connection to the NCP Secure Enterprise Management Server 
The programs rsuinit.exe and rsuinitha.exe have been supplemented with error messages for 

cases where a generated configuration cannot be saved. 

Remote SES sporadically unavailable during Site2Site connection 
In a Site2Site scenario, a remote SES establishes a connection to the central SES. In rare cases, every IP 

address in the remote network can be accessed from the central side, but the remote SES itself 

cannot. This issue has been resolved. 

RIP unicast only to one master router 
The SES offers up to four configurable master routers as recipients of a RIP unicast. However, only the 

first one was addressed. This problem has been fixed. 

Troubleshooting: DDNS update packet with incorrect source IP address 
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Protect LAN adapters 
If the “Protect LAN adapters” option was enabled, no data exchange via IPv6 was possible on the 

relevant network interface. This problem has been fixed. 

Server plug-in - DH groups added 
The IPsec options for the IKE DH and PFS group entries have been supplemented with groups 27-30. 

 

3. Known Issues 

Entered license is only applied after restart 
In the event of an update from a licensed SES version 13.x, the SES must be restarted after importing 

the current license version 14. This also applies to license entry after a new installation in the event of 

an expired trial period. 

Combination of client certificate with ECC and SES with RSA does not work 
If certificates with Elliptic Curve Cryptography (ECC) are used on the client and an RSA server 

certificate is configured on the SES, no connection can be established. The following error message 

appears on the client:  

ERROR - 4036: Auth - PKI ERROR: - <> Verify Server certificate with error 

2107! (Ext. ‘SSL Server Authentication’ failed) 

This problem will be fixed in a future version of the gateway with the configuration option for the 

RFC7427 padding method. 

 

4. Getting Help for the NCP Secure Enterprise VPN Server 
To ensure that you always have the latest information about the NCP Secure Enterprise VPN Server, 
always check the NCP website at: 

https://www.ncp-e.com/en/products/centrally-managed-vpn-solution/gateway   

https://www.ncp-e.com/en/products/centrally-managed-vpn-solution/gateway
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